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BlueApps Overview

BlueApps extend the threat detection and security orchestration capabilities of the USM
Anywhere platform to other security tools that your IT team uses, providing a consolidated
approach to threat detection and response. With BlueApps, you can monitor more of your
security posture directly within USM Anywhere, including your cloud services like Microsoft
Office 365 and Google G Suite. BlueApps also enable you to automate and orchestrate
response actions in security tools from vendors such as Cisco and Palo Alto Networks, greatly
simplifying and accelerating the threat detection and incident response processes.

USM Anywhere provides hundreds of BlueApps for different data sources. In addition to
translating raw log data into normalized events for analysis by USM Anywhere, some
BlueApps also collect and enrich log data, perform threat analysis, and provide workflow that
coordinates response actions with the infrastructure and third-party applications to provide
security orchestration.

BlueApps extend the capabilities of USM Anywhere through integrations with leading security
tools, most specifically in the following areas:

» Data extraction.
» Correlation of data to produce events and alarms.

» Dashboards that display data collected from your network, which help you visualize your
environment and alert you to issues originating from a particular data source. These
dashboards are visible if you have data for them. Sometimes it takes a few minutes for the
dashboards to display. See USM Anywhere Dashboards for more information.

Important: If there are events from the last seven days, then you can see the related
dashboard. When there are no events from the previous seven days, that dashboard
doesn't display.

» Orchestration ability that enables you to automate your security operations in a variety of
ways. For example, if USM Anywhere finds data associated with a malicious website,
orchestration rules might stipulate for this information be sent to the third-party vendor
for immediate action. BlueApps with orchestration features are called Advanced BlueApps.
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BlueApps Overview

Edition: A/l Advanced BlueApps are available in the Standard and Premium editions
of USM Anywhere.

The USM Anywhere Essentials edition only has the following Advanced BlueApps:

» BlueApp for G Suite

» BlueApp for McAfee ePO

» BlueApp for Office 365

» BlueApp for Okta

» BlueApp for Sophos Central

* Amazon Web Services (AWS) Log Collection (with an AWS Sensor deployed)
» Google Cloud Platform (GCP) Log Collection (with a GCP Sensor deployed)
* Microsoft Azure Log Collection (with an Azure Sensor deployed)

See the Affordable pricing to fit every budget page for more information about the
features and support provided by each of the USM Anywhere editions.
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BlueApps Ul

BlueApps Ul

Go to Data Sources > BlueApps to open the BlueApps main page. Through this page, you
can enable BlueApps, set up connection with third-party APIs, or create new rules for your
apps. You can also assign assets to these apps.

AlienApps

My Apps

Total Data Usage

TODAY

110.8 MB

Available Apps

THIS WEEK

110.8 MB

Events By Data Source T

».................

Windows NxLog
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15,000 Windows DNS Server . .m.
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5,000 Linux SSH . . . . . . . . . . . e - . . . .
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My Apps g3

)
darls
cisco ATST Cybersecurity
Cisco Umbrellz Microsoft Windows DNS

b} Server

Sort by Status

Request a new AlienApp

AT&T Cybersecurity Forensics
and Response App

Filters Reset Cisco Umbrella Linux CRON

Show Auto-discovered

® Customer Key Cannct Be Em...

Category
Cloud platfarm {1)

Security (1)

) B® Microsoft
Monitoring {1)

Osquery
Networking (3)
Microsoft Windows NXLog

My Apps

The My Apps tab gives you information about the apps you have configured in your
environment:

» Total Data Usage: Total data usage for the current day and for the current week.
» Top Usage By Data Sources: List of top data usage by BlueApps.

» Events By Data Source: Events correlated by BlueApps. The size of the bubbles depends
on the number of issues.
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You can see your apps in a list view (§§) orinagrid view (==). When you choose the list view,

you can use the time filter to limit the display of enabled apps.

My Apps 28 i= Last 24 Hours v

Sort by A-Z NAME SENSORS STATUS CONSUMPTION SOURCES DATA LAST CONSUMED
alien
X IMABWS
Request a new AlienApp AT&T Cybersecurity  AlienVault Agent . @) 411.8 kB [ 3 hours ago
Filters Reset
" -
. Show Auto-discoverable . IMAWMW
AT&T Cybersecurity  AlienVault Agent ® okB a
Category VMware .
Cloud Platform (14)
Advanced AlienApps (28) IMAAWS .
AlienVault Cluster Management A... () OkB a
AWS =
Networking (284)
Security (41)
Collection (11 IMAWMW
ollection {1} AlienVault Cluster Management A ) OkB a
VMware =
Server (35)
Manitering (19)
IMAAWS .
Response (6} AlienVault NIDS s @) 23MB 78 6 hours aga
Test (1)

The table below summarizes the columns displayed in the list view.

Columns in the My Apps List View

e oo

Name Name of the BlueApp.

Sensors Name of the sensor where the BlueApp has been configured.
Status Status of the BlueApp.

Consumption Data received by the BlueApp since deployment.

Sources Number of data sources.

Data Last Consumed Data received by the BlueApp since last consumption.

On either view, you can use the filters or search for a specific BlueApp.
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Available Apps

My Apps 23

Sort by Status

tuans
€1sco ATET Cybersecurity

Request a new AlienApp

ATET Cybersecurity Forensics

Filters Reset Cisco Umbrella
and Response App

Show Auto-discovered

® Customer Key Cannot Be Em...

Category
Cloud platform (1)

Security (1)

B Microsoft
Monitoring (1)

Osquery
Metworking (3)
Microsoft Windows NXLog

You can click a tile to open the specific page for that BlueApp. Sometimes, at the bottom of
the tile, you see information about the status of that BlueApp, as shown in the screenshot.
You can click the tile to configure the needed data. See Advanced BlueApps for more
information.

Available Apps

The Available Apps tab lists all the apps you can configure in your environment.
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Available Apps

AlienApps
My Apps Available Apps

Available Apps

Sort by A-Z

Aerohive Networks Aerohive

Request a new AlienApp A10 Networks Lightning ADC WAP
Filters Reset
Show Auto-discoverable
Category
Cloud Platform (14)
Advanced AlienApps (32) [/?\PAQCH.E
Alliance SentryWire Packet /
Networking (275) Capture
Security (40) Apache
Server (34)

Monitoring (17)

aruvba

a Hewlett Packard
Enferprise company

aruvba

a Hewlett Packard
Enferprise company

Response (7)

Test (1)

Aruba Networks Switch Aruba Networks Wireless

Arbor Networks Pravail APS ArticaProxy

@ Auto-Discovered

Through the menu on the left, you can do the following:

» Sort the BlueApps in ascending or descending order.

» Search for an BlueApp by its name.

AlienVault Cluster

Alibaba Cloud Management Application

@ Auto-Discovered

s

Apple Airport Extreme

4 ApAcHE

Apache Server

AT&T Cybersecurity

Asterisk

Asterisk VoIP AT&T Cybersecurity Forensics

and Response App

@ Installed

aruvba

2 Hewlett Packard
mpany Enter

aruvba

a Hewlett Packard

Enterprise cor prise company

Aruba Networks Mobility
Master

© Auto-Discovered ® Auto-Discovered

<Previous |12 3 4 5| Next>

Aruba Networks ClearPass

» Choose whether or not to include auto-discovered BlueApps

« Filter the BlueApps by these categories:

» Advanced AlienApps

Cloud platform

 Collection
¢ Monitoring
» Networking
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Advanced BlueApps Best Practices

 Notification
e Response
e Security

e Server

The number between brackets displayed next to each filter indicates the number of total
BlueApps available in your environment.

Click the Reset button to remove the selected filters. You can also remove a filter if you click
the ¢¢ icon next to the filter.

On the bottom right corner of the page, you can navigate through the BlueApps and go to
the previous or next pages.

Advanced BlueApps Best Practices

USM Anywhere provides you with the opportunity to extend your security capabilities
through integrations with a wide variety of advanced BlueApps. To ensure proper functioning,
it is important that the association between BlueApps and sensors is adequately handled to
avoid errors and duplication of assets and events. Therefore, LevelBlue recommends the
following best practice guidelines for proper configuration of your BlueApps.

Best Practice on Associating BlueApps with a Sensor

When configuring your BlueApp, it is recommended to associate it with no more than one
sensor. If you connect your advanced AlienApp to multiple sensors you risk the same
information being collected multiple times, which can result in the duplication of assets and
events. Ensuring that each asset is associated in a one-to-one relationship will result in
accurate asset and event reporting.

If this is not possible and you must associate an BlueApp with more than one sensor, apply a
different set of BlueApp console credentials to each sensor.

Best Practice on Moving BlueApp Configuration Between Sensors

In the event that you need to move your BlueApp configuration from one sensor to another,
you should first move all of the assets created and detected by the BlueApp from the old
sensor to the new sensor before setting up your configuration on the new sensor. Once
moved, these assets will then be discoverable by the new sensor.
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Advanced BlueApps Best Practices

See Editing Assets for more information on how to move assets to a new sensor.
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editing-assets.htm

BlueApps and Data Sources

BlueApps and Data Sources

BlueApps parse raw data and convert them into common event fields, such as user, date and
time, and source or destination IP address, so that USM Anywhere can manage the
information as security events. With a normalized event, USM Anywhere can display
information uniformly and correlate events from various systems to generate alarms.

USM Anywhere provides hundreds of BlueApps that translate log data from common devices,
operating systems, and applications. When USM Anywhere receives the raw data, it must
identify a data source to use for normalization. Many data sources produce syslog messages
that can be used to identify the device or application producing the message (auto-
discovered), while other data sources produce log data that requires more guidance to
identify a match for the data (not auto-discovered).

Data Sources: Auto Discovered or Not

In USM Anywhere, many BlueApps can analyze and match log data automatically because of
hints — unique information within a syslog message that identifies the data source sending
the logs. When matched, these hints enable the syslog message to be read and the data
source to be determined, hence auto-discovered.

Not all BlueApps accept hints, however, because some syslog messages only contain generic
data. For hints to work, syslog messages must contain unique information. When such
information is missing, USM Anywhere can neither automatically identify those data sources
nor read their syslog data, hence the data sources are not auto-discovered. These BlueApps
require a manual association between the device sending the syslog messages and the
BlueApp. See Assign Assets to BlueApps for detailed instructions.

Important: Assigning an BlueApp to an asset disables the usage of hints for the logs
coming from this asset; therefore, USM Anywhere only uses the assigned BlueApps to
parse and normalize those logs.

If you use a log-forwarding software (such as Splunk or Loggly) to send logs to USM
Anywhere, LevelBlue recommends that you use at least two such forwarders: one
forwarder for all the auto-discoverable BlueApps, and the other for the non-auto-
discoverable BlueApps. In the latter case, you must create an asset in USM Anywhere to
denote the forwarder and assign it to the non-auto-discoverable BlueApps. This ensures
that USM Anywhere uses the correct BlueApp to parse your logs.
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Data Sources: Auto Discovered or Not

When multiple BlueApps are assigned to an asset, it can happen that an incorrect BlueApp is
invoked to parse and normalize the log message, especially when the needed BlueApp is not
included in the list of manually assigned BlueApps.

USM Anywhere clearly indicates whether an BlueApp can auto-discover its data source in the
user interface (Ul). On Data Sources > AlienApps > Available Apps, when Show Auto-
discoverable is selected, auto-discovered BlueApps display a black banner at the bottom of

the tile:
AlienApps
My Apps

Available Apps

Sort by A-Z

Request a new AlienApp

Filters Reset

Show Auto-discoverable

Category

Cloud Platform (14)
Advanced AlienApps (32)
Networking {275)
Security (40)

Collection {11)

Available Apps

A10 Networks Lightning ADC

Alliance SentryWire Packet
Capture

(¥ Auto-Discovered

Aerohive Networks Aerohive
WAP

# APACHE

FOUNBATIOHN

Apache

(¥ Auto-Discovered

If you click a tile to open the page for a particular BlueApp, look for the following clues to
indicate that the BlueApp is auto-discovered:




Data Source Detalls

AlienApps

My Apps Available Apps

< Back to Available Apps

AlienApp for Alliance SentryWire Packet Capture

Configuration | Instructions

Alliance SentryWire Packet Capture Assign Assets to AlienApp
A AN d to proc X 2 fr Allianc 5 dacket Capt

0 Asset assignment is automatic for this AlienApp. ffou may assign assets manually if required,

Enable manual assignment

Data Source Details

Each of the standard BlueApps contains a section of the data source details on the

Configuration page. Click & Data Source Details to see the data format and the full list of
details for the app's data parsing.
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The LevelBlue Generic Data Source

(= Data Source Details

AT&T Network Based Firewall (JSON)

Search

{

"name": "AT&T Network Based Firewall",
"version": "@.2",

"vendor': "AT&TY,

"deviceType": "Firewall",

"type": "JSON",
"device": "Network Based Firewall",
"app'": "AT&T Network Based Firewall",
"appFormat": "JSON",
"dictionaries": {
"protocols": {
"location": "../protocol_numbers-Dict.csv"

The LevelBlue Generic Data Source

Occasionally, a log line cannot be matched by any BlueApps. This is typically caused by devices
that generate non-standard syslog messages. For example, when there are non-standard
date formats or other information in the syslog header, the USM Anywhere syslog parser is
unable to properly extract the tag header. In some cases, you can modify the logging
configuration on the device to produce a better result.

For cases where a matching data source is not identified, USM Anywhere parses it using a
generic data source. This data source parses the log line using regular expressions and
advanced text searches, including common log keywords. If USM Anywhere uses the
LevelBlue Generic Data Source as a best effort to parse a log line, it adds awas Fuzzied =
True field to the event. You can view such events on the Activity > Events page. See LevelBlue
Generic Data Source in the USM Anywhere User Guide for more information.
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Assign Assets to BlueApps

Assign Assets to BlueApps

USM Anywhere receives syslog log data from external data sources: devices, applications, or
operation systems. If that data is not automatically matched with an BlueApp through hints
(see Data Sources: Auto Discovered or Not), you must manually associate the BlueApp with

an asset in USM Anywhere. There are two methods for creating these associations:

» By assigning one or more assets to the BlueApp (this document).

» By adding one or more BlueApps to the asset. See Adding BlueApps to an Asset for details.

You can use a combination of these methods to ensure that USM Anywhere can identify the
correct BlueApps for the log data it receives from an asset.

Important: Assigning an BlueApp to an asset disables the usage of hints for the logs
coming from this asset; therefore, USM Anywhere only uses the assigned BlueApps to
parse and normalize those logs.

If you use a log-forwarding software (such as Splunk or Loggly) to send logs to USM
Anywhere, LevelBlue recommends that you use at least two such forwarders: one
forwarder for all the auto-discoverable BlueApps, and the other for the non-auto-
discoverable BlueApps. In the latter case, you must create an asset in USM Anywhere to
denote the forwarder and assign it to the non-auto-discoverable BlueApps. This ensures
that USM Anywhere uses the correct BlueApp to parse your logs.

To assign an asset to an BlueApp

1. Go to Data Sources > BlueApps > Available Apps.
Look for the BlueApp you want to use and click the tile.
After the page finishes reloading, click Assign Asset.

> w o

Select the asset you want to assign. Click Create Asset to add an asset if it is not yet in
USM Anywhere.

u

Click Assign.

6. When applicable, select the collection method you want to use.
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Assign Assets to BlueApps

Configure Asset X

Based on the asset selected, please select which of the following will be used to process data from Check Point
FW1

Collection Method

v Syslog ]
S3 Bucket
CloudWatch
RegEx v %

7. When applicable, select the format. See BlueApps Supported Log Formats for more
information.

Configure Asset x

Based on the asset selected, please select which of the following will be used to process data from Check Point
Fw1

Collection Method

R.80 CEF
Loggrabber
R77.30 Key-Value

v RegEx v x
e ———

8. Click the ¢ icon to confirm.

9. Click Done.
To remove an asset from an BlueApp

1. Go to Data Sources > BlueApps > Available Apps.
2. Look for the BlueApp from which you want to remove the asset and click the tile.

3. Click the n-ﬂ icon.

Configuration Instructions
Assign Assets to AlienApp
oaa
ASSET NAME CONSUMPTION 1P ADDRESSES FoRvaT VerHoD
(LAST WEEK)

oke CceF Syslog 2|0
oke RegEx 53 Bucket s|n

4. Click Accept to confirm.
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BlueApps Supported Log Formats

To modify an assigned format
1. Go to Data Sources > BlueApps > Available Apps.
2. Look for the BlueApp you want to modify and click the tile.
3. Clickthe ,0 icon of the asset.

Assign Assets to AlienApp

4. Select the new format you want to use.

5. Click the ¢ icon to confirm.

6. Click Done.

BlueApps Supported Log Formats

Some BlueApps in USM Anywhere support multiple formats, giving you the option to select
the format suitable to your environment. The following table lists the log formats and
provides a sample log line for each one.

Log Formats Supported by BlueApps

Descript
. Sample Lo
ion P 9
CEF ArcSight  CEF:Version|Device Vendor|Device Product|Device Version|Device Event Class
Common ID|Name|Severity|[Extension]
Event

Format CEF:0|Security|threatmanager|1.0]100|worm successfully stopped|10|
src=10.0.0.1 dst=2.1.2.2 spt=1232

CLF NCSA 125.0.0.1 user - identifier sjones [10/0ct/2011:13:55:36 -0700] "GET /examp_
Common alt.png HTTP/1.0" 200 10801
Log
Format

Csv Comma-  2,398778306028,eni-
Separate  abc,1.1.1.1,2.2.2.2,52392,443,6,11,1935,1461792267,1461792322, ACCEPT,OK
d Values
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BlueApps Supported Log Formats

Log Formats Supported by BlueApps (Continued)

Descript
. Sample Lo
ion P 9
GELF Graylog {"version™ "1.1", "host": "example.org", "short_message": "A short message",
Extended ‘'level"5," some_info" "foo"}
Log
Format

JSON JavaScrip {"DateTime":1438189080000,"UsersName":"Dev","UsersEmail":"dev@blah.com",
t Object "IPAddress"™"1.1.1.1","Action":Test"}
Notation

Key-Val Akeyand id="0001" severity="info” name="http access” action="pass” method="GET”

ue value pair  srcip="1.1.1.1" dstip="2.2.2.2” user="myuser”

LEEF Log Event LEEF:Version|Device Vendor|Device Product|Device Version|Event ID|Name|
Extended Severity|key=value<tab>key=value<tab>key=value<tab>key=value
Format

LEEF:0|Security|threatmanager|1.0|100Jworm successfully stopped|10]
src=10.0.0.1 dst=2.1.2.2 spt=1232

RegEx  Regular sshd[1097]: Failed password for invalid user ben from 1.1.1.1 port 43312 ssh2
Expressio
n

Split The fields  200|939|3934|1.1.1.1]-[1.1.1.1]" Technology &
are Telecommunication™|"test\test"|false|allowed|2.2.2.2
separated
using a
character
other
than
comma

W3C Extended #Fields: time cs-method cs-uri
Log File
Format

from W3C
00:34:23 GET /foo/bar.html

XML Extensible <Root><EventlD>90060</EventID><Priority>4</Priority><Message>Applicati
Markup on - End</ Message><Category>AUDIT</Category></Root>
Language

22 USM Anywhere™ AlienApps™ Guide




Events Created When BlueApps Stop Receiving Data

Events Created When BlueApps Stop
Recelving Data

USM Anywhere gives you the option to set a threshold of time after which BlueApp inactivity
is a concern and you should be alerted. When a BlueApp has not received data from your
environment within the configured period of time, USM Anywhere generates monitoring
events that display in the Events List View (Activity > Events). Since these events are not tied
to any USM Anywhere Sensor that you have deployed, you will see a new sensor with the
name of your USM Anywhere subdomain tied to these events. USM Anywhere will generate
new monitoring events until the BlueApp starts receiving data again.

Warning: Monitoring events are generated when your BlueApp has not received data
from a data source either because the data source is not sending data or because of a
filtering rule. If you have a rule that filters data coming from a data source, from the
perspective of USM Anywhere, that data source is not sending data.

Warning: Currently, the Event created when BlueApps stop receiving data event is
generated at the same time as the regular event and system event. Soon, this event will
be generated only as a system event. See Regular Events and System Events and
Orchestration Rule for the "Event from BlueApp Not Received" System Event for more
information.

To configure the period of time

1. Goto Data Sources > BlueApps.
2. Navigate to your BlueApp and scroll to the bottom of the page.

3. Onthe bottom of the page, set a period of time in the Create Events If the BlueApp Stops
Consuming Data field by clicking the drop-down list.

You can select a predefined value of None, 30 minutes, 1 hour, 2 hours, 4 hours, 6 hours, 8
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Events Created When BlueApps Stop Receiving Data

hours, 12 hours, 24 hours, 72 hours, 1 week, or 2 weeks.

AlienApp for AT&T Cybersecurity Forensics and Response App

Configuration | Actions | Rules | Scheduling | History | Instructions

Configure API
SENSOR STATUS ENABLED
AWS-Develop
AWS
Azure-Sensor
Azure
GCP-Sensor
Google Cloud Platform
wMware-sensor
Whtware

@ 0600
8

Create Events if the ATET Cy i ics and App AlienApp stops consuming data| ¥ None

30 minutes
[ thour |
I 2 hours I
4 hours
6 hours
12 hours
24 hours
72 hours

m Note: By default this field is set to None.
The events are displayed in the Events List View page.
To configure the period of time for all BlueApps

o Important: If you configure a global time threshold events will only be generated

for any BlueApp that has previously received data. No event will be generated for an
app that has not yet received data.

1. Goto Settings > System.
2. Inthe left navigation pane, click BlueApps Settings to open the page.

3. Set a period of time in the Create Events If the BlueApps Stop Consuming Data field by
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Events Created When BlueApps Stop Recelving Data

clicking the drop-down list. You can select a predefined value from the options provided.

Settings
Scheduler Rules Motifications System System Events Console User Events OTx Credentials Users My Subscription
Status AlienApps Settings

System Monitor Create Events if AlienApps stop  consuming datd]| ¥ MNone |

Metwork Settings 30 minutes

SysLog Configuration

2 hours
NxLog Configuration 4 hours
Asset Fields 6 hours
12 hours
24 hours
AlienApps Settings AT

Session Settings

m Note: By default this field is set to None.
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Events Created When BlueApps Stop Receiving Data

To see events created when your BlueApp stops receiving data

1. Goto Activity > Events.

2. Inthe Event Name filter, select Event from BlueApp not received.

~

Events view Default v &

Last 24 Hours « | 4 | Suppressed: Mot Suppressed X

Search & Filters Advaneed (CJE) n Count / Time
Configure Filtters
G0, 000
o}
40,000
Suppressed Mot Suppresaed
- 20,000
Event Mame @ I+

Ewvent from Allendpp not recefved [2) ¥
10 4AM

Describe Event Subscriptions (4]

Ewvent from Allendpp recesed (1)

Q, event x4 SORT BY: Time Creal

Account Name
EVEMT MAME 4

(1,226,228
[ No Value ] (195147)
142 685)

iy T WPC Flow: gce
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Events Created When BlueApps Stop Recelving Data

The results are shown with the filtered events.

3. Click the event to see its details.

< Event from AlienApp not received < Inext 3 3
13 minutes ago

Select Action Create Rule w

Event Details

Dara SOURCE | alienVault Generic Plegin

SEMNSDE

AWS-53a5
FULL MES5AGE G Suite Audit Event from Aliendpp not received
FOTAL DISCOMMECTION TIME 167 hours

MVESTIGATIONS r

Source Destination

Log

Empty
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BlueApps Parser Syntax

BlueApps use parsers to extract and normalize data received from different data sources. A
parser in USM Anywhere is a JavaScript Object Notation (JSON) file that defines the method
of dividing input into different pieces, and then mapping those pieces to the specific fields of
a normalized event. The generic parser looks like this:

"name": n ",
"type" - mi
. 4

"version": "",
"enrichmentScript": "",
"device" - mwn

. 4
"Vendor": " ",
"deviceType": "",
"family" - mwn

. 4
"parentName": "",
"parentVersion": "",
"app" - mwr

. 4

"hints" : [ 1,
"highlight fields":
"properties" : {

"separator.pair" : "a",

"separator.groupings" : "b"
}y
"dictionaries": {

"main": {

"load": "main-dictionary-0.1.json"

}s
"additional"™: {

"contents": {
"vall": [ 'a', 'b', 'c' 1,
"val2": [ 'a', 'b', 'c' 1,
"val3": [ 'a', 'b', 'c' 1,
"val4": [ 'a', 'b', 'c' ]
}
}
by
"tags": {
"fieldl": [
"map ('keyl') == "' ? map('key2') : map('keyl')"
1,
"field2": [
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"dict('main', map('howdy'), 1)",
"regexp (/ (d+) (.*)/, dict('additional', map ('howdy'), 1), 1)"

1,
"field3": [
"split (dict('additional', tag('field2')), ',', 2)"

}

The following table includes each field and its description that a parser uses:

Fields and Description Used by a Parser

e

name Name of the parser.

type Log type. The value depends on the log format for the specific data source.
Some valid values are these: regex, CEF, CLF, CSV, GELF, JSON, keyvalue, LEEF,
split, w3c, XML.

version Version of the parser.

enrichmentScript ~ Specify the Lua script used to process a log line.

device Data source that is sending the logs.

vendor Data source vendor.

deviceType Data source type (for example, firewall, router).

parentName If a parentName is declared for the parser, a copy of the parent parser will be

made and the child parser will overwrite that copy.

parentVersion Version of the parent parser.
app Name displayed under Data Sources > BlueApps.
hints References to unique information within a syslog message that identify the

data source sending the logs. BlueApps that contain hints will process the
message when the information in the log message matches the criteria set
within the parser. See BlueApps and Data Sources for more information.

highlight_fields The most important fields shown in the principal event view.

properties This field describes the different properties of the parser, depending on the
type.




BlueApps Parser Syntax

Fields and Description Used by a Parser (Continued)

e

dictionaries For each declared dictionary, you can either call out to an external file by name
(with the assumption that the path is relative to the parser file) or you can
declare the contents of the dictionary inline. Every entry in the dictionary is
defined as a key and a series of values.

tags Tags define how different pieces in a log line map to the fields of a normalized
event. For each tag that is defined, the USM Anywhere Sensor begins by
evaluating the first code line. If the first code line returns a value, the field in
event will be populated with that value. Otherwise, it evaluates the next code
line until one returns a non-null value.

rules For regular expression (regex)-type parsers, there is a set of rules with these
fields:

e name: name of the rule
» contains: pre-match filter
* regex: regular expression

« tags: tags to capture
This is an example of a regex parser:

{

"name": "Test Regex Parser",
"version": "0.1",
"type": "regex",
"hints": [
{
"typeName": "tag.equals",
"value": "test"
}
i
"rules": [
{
"name": "Rule test 1"
"regex": "test (\\S+)",
"tags":
{
"event name": "concat('test 1")",
"customfield 0": "map (1)"

}y
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"name": "Rule test 2"

"contains": ["test2"],

"regex": "test2 (?<src>\\S+) (?<dst>\\S+)",

"tags": {
"event description": "concat('test 2")",
"source username": "map('src')",
"destination username": "map('dst')"
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Advanced BlueApps

Advanced BlueApps can do one or more of the following:

» Log collection

e Network inventory

e Orchestration
 Notification

» Vulnerability assessment

e Response

While regular BlueApps parse syslog forwarded from third-party devices, advanced BlueApps
collect logs through the third-party Representational State Transfer (REST) API. In addition,
through sensors deployed in various cloud environments, advanced BlueApps can collect logs
from Amazon Web Services (AWS), Microsoft Azure, or Google Cloud Platform (GCP) using
their native tools. See the following documentation for more information:

» AWS Log Collection
e Azure Log Collection

* GCP Log Collection

Some advanced BlueApps provide orchestration to automate your security operations. For
example, if USM Anywhere finds data associated with a malicious website, orchestration rules
might stipulate that such information be sent to a third-party application for immediate
action. Both the BlueApp for Carbon Black EDR and the BlueApp for Cisco Umbrella provide
this functionality.

For orchestration to work, you need to configure each BlueApp to connect with the third-
party application. You will find configuration instructions for the different BlueApps in the left
navigation menu.

Actions from some advanced BlueApps can be included as part of a playbook. Playbooks are a
set of predefined actions that should always be taken in response to one or more types of
alarms. You can choose app-specific actions for your playbooks that will execute through or
on behalf of a specific BlueApp. Some of these app-specific actions can be automated and will
execute on their own. Some are manual only and require users to run the actions. See
Playbooks for more information.
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BlueApp for Akamal Enterprise Application Access

Note: If there are any specific apps, app actions, or automated actions you would like to
have added to playbooks that are not currently available, you can submit a request to
have them considered for playbooks.

Edition: Advanced BlueApps are available in the Standard and Premium editions of USM
Anywhere. See the Affordable pricing to fit every budget page for more information
about the features and support provided by each of the USM Anywhere editions.

BlueApp for Akamai Enterprise Application Access

The BlueApp for Akamai Enterprise Application Access (EAA) enables you to integrate the
Akamai EAA capabilities with your USM Anywhere instance. The BlueApp for Akamai
Enterprise Application Access enhances the threat detection capabilities of USM Anywhere by
providing orchestration actions to streamline incident response activities from the Akamai
EAA and provides orchestration actions to implement Akamai EAA incident response
activities based on risk identified in USM Anywhere.

o Edition: The BlueApp for Akamai Enterprise Application Access is available in the
Standard and Premium editions of USM Anywhere. See the Affordable pricing to fit
every budget page for more information about the features and support provided by
each of the USM Anywhere editions.

This topic discusses these subtopics:

Configuring the BlueApp for Akamai Enterprise Application Access

:&zRole Availability ) 4 p 4 p 4 « Manager

To configure the BlueApp for Akamai Enterprise Application Access in USM Anywhere, you
need to have the Akamai Host URL, an API Access Token, Client Token, and Client Secret.

To set up your Akamai API

Follow the instructions listed in the Akamai APl documentation. Here you will find the
instructions on how to generate the Access Token, Client Token, and Client Secrets for USM
Anywhere.
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BlueApp tor Akamal Enterprise Application Access

Note: You need to create the API client using an account with either READ-WRITE or
ADMIN access for Akamai EAA to receive information from USM Anywhere.

Configure BlueApp for Akamai Enterprise Application Access in USM Anywhere

To enable the BlueApp for Akamai Enterprise Application Access

1.

S O A

In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.

Search for the BlueApp, and then click the tile.

Click Configure API.

If you have more than one deployed USM Anywhere Sensor, select the sensor that you
want to use for the enabled BlueApp.

BlueApps operate through a deployed sensor and use APIs to integrate with the
connected third-party technology. Select the sensor that can access the integration
endpoint. The HTTPS connections to the API will originate from this sensor, so it is
important to make sure the sensor has network access to the BlueApp API endpoints.

Enter the Akamai Host URL, an API Access Token, Client Token, and Client Secret.

Click Save.

BlueApp Log Collection

Once the BlueApp has been configured, you can choose to have USM Anywhere collect logs
from the app on a regular basis.

To configure log collection for the BlueApp

1.
2.

3.

N

Go to Settings > Scheduler.

In the Job Scheduler, search for the BlueApp on the sensor to which it was deployed.

In the enabled column, click the (3 icon for the inactive collection job.

The icon turns green, and collection is enabled.

. (Optional.) Click the ,s icon to customize the frequency of the event collection.

BlueApp for Akamai Enterprise Application Access Actions
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The AlienApp for Akamai Enterprise Application Access (EAA) provides a set of orchestration
actions that you can use to integrate the Akamai EAA capabilities with your USM Anywhere
instance in your USM Anywhere environment. The following table lists the available actions
from the BlueApp.

Actions for the BlueApp for Akamai Enterprise Application Access

o o

Access Log Collector Run this action to collect logs from Akamai EAA

Scan Users Run this action to perform Akamai EAA user scanning

Block the User Run this action to block the user from an event or alarm

Block the User Run this action to block the user from a response action rule to restrict

their access

To view information about these actions in USM Anywhere

1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.
Search for the BlueApp, and then click the tile.

Click the Actions tab to display information for the supported actions.

v~ W

Click the History tab to display information about the executed orchestration actions.

Launch Actions from Alarms and Events

You can launch an action directly from alarms or events. If you want to apply an action to
similar events that occur in the future, you can also create orchestration rules directly from
the action applied to an alarm or an event.

To launch an Akamai EAA response action for an alarm or event

1. Go to Activity > Alarms or Activity > Events.
Click the alarm or event to open the details.

Click Select Action.

> won

In the Select Action dialog box, select Run Akamai EAA Action.
5. Select the app action and fill out the fields that are populated below.

6. Click Run.
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After USM Anywhere initiates the action for an alarm or event, it displays a confirmation
dialog box.

If you want to create a rule to apply the action to similar items that occur in the future,
click Create rule for similar alarms or Create rule for similar events and define the
new rule. If not, click OK.

Creating Akamai EAA Response Action Rules

%Role Availability b 4 ) 4 « Analyst + Manager

You can create orchestration rules in USM Anywhere that automatically trigger an Akamai
Enterprise Application Access (EAA) response action when alarms or events match the
criteria that you specify. After you create a rule, new vulnerabilities that match the rule
conditions will trigger the Akamai EAA response action to create a new incident. The rule does
not trigger for existing alarms or events.

You can create a new rule as follows:

» From the Rules page: The Rules page provides access to all your orchestration rules. The
Orchestration Rules list includes suppression rules, alarm rules, event rules, filtering rules,
notification rules, and response action rules. You can create new rules using the specific
matching conditions that you define, as well as edit, delete, and enable or disable rules. See
Orchestration Rules in the USM Anywhere User Guide for more information about
managing orchestration rules.

Go to Settings > Rules and select Response Action Rules on the left navigation panel.
Then click Create Response Action Rule to define the new rule.

» From the app: Go to the BlueApp for Akamai Enterprise Application Access page and click
the Rules tab. Click Create New Rule to define the new rule.

To define a new Akamai EAA response action rule
1. Enter a name for the rule.

2. Select the app action for the rule and specify the information for the Akamai EAA
incident.

USM Anywhere™ AlienApps™ Guide




BlueApp for Akamal Enterprise Application Access

3. Atthe bottom of the dialog box, set the Rule Condition parameters to specify the criteria
for a matching vulnerability to trigger the rule.

Rule Conditions

Select from property values below to create a matching condition. Learn more about ereating rules.

AND ~

‘CURRENT RULE
Match

Logs X v

# | Packet Type x oW Equals ~ alarm x

#  Category X W Equals a4 Malware x

RULE VERIFICATION
No Errors or wamings

# | Malware Family X % | Equals “~  FindPOS X

+ Add Conditions + Add Group

* If you create the rule from the Rules page, you must use the Add Condition and Add
Group functions to define the property/value pairs that you want to use as conditions
for the rule.

» At the bottom of the dialog box, click More to display the optional multiple occurrence
and window length parameters.

Conditional Expression

Select an operator and add one or more conditions to form the conditional expression.
You can include a condition group to evaluate a subset of conditions. The Current Rule
pane displays the constructed expression in standard syntax. The box displays a red
border if the expression is syntactically invalid as currently specified. A valid expression is
required to save the rule definition.

Select the operator used to determine the match for multiple conditions:

» AND: Match all conditions.

* OR: Match any one condition.

* AND NOT: Exclude items matching all conditions after the first.

* OR NOT: Include all items that do not match any conditions after the first.

Click Add Condition to add a condition. For each condition, specify the field name,
evaluator, and value. If the evaluation returns true for the condition, it is a match.

where™ AlienApps™ Guide



BlueApp for Akamai Enterprise Threat Protector

Click Add Group to add a condition group. A new group includes a condition and its own
operator used to match the conditions within the group. You can nest condition groups.

Occurrences

Specify the number of event or alarm occurrences that produce a match on the
conditional expression to trigger the rule. The default value is 1. You can enter the number
of occurrences or use the arrow to scroll the value up or down.

USM Anywhere uses this in conjunction with the Length option to specify the number of
occurrences within a time period that will trigger the rule. For example, you can define a
rule to trigger for an unauthorized access attempt when a failed SSH login occurs three
times within a five-minute window.

Length

Specify the length of the window to identify a match for multiple occurrences. Enter the
number and choose a time unit value of seconds, minutes, or hours. This time period
identifies the amount of time that transpires from the first occurrence to the last
occurrence. If the number of occurrences is not met within this period, the rule does not
trigger.

4. Click Save Rule.

5. Inthe confirmation dialog box, click OK.

BlueApp for Akamai Enterprise Threat Protector

The BlueApp for Akamai Enterprise Threat Protector (ETP) enables you to integrate the
Akamai Enterprise Threat Protector capabilities with your USM Anywhere instance. The
BlueApp for Akamai Enterprise Threat Protector enhances the capabilities of your threat
detection management by utilizing Akamai ETP's ability to monitor threat events, Acceptable
Use Policy (AUP) events, Domain Name System (DNS) events, network traffic events, and
network proxy traffic. With the BlueApp for Akamai Enterprise Threat Protector, you can take
the information provided from Akamai ETP and integrate it with your USM Anywhere to
create orchestration actions and response actions in response to the information received.

o Edition: The BlueApp for Akamai Enterprise Threat Protector is available in the
Standard and Premium editions of USM Anywhere. See the Affordable pricing to fit
every budget page for more information about the features and support provided by
each of the USM Anywhere editions.

This topic discusses these subtopics:
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Configuring the BlueApp for Akamai Enterprise Threat Protector

Raﬁnole Availability X 4 4 + Manager

To configure the BlueApp for Akamai Enterprise Threat Protector in USM Anywhere, you need
to have the Akamai Host URL, an API Access Token, Client Token, and Client Secret.

To set up your Akamai API

Follow the instructions listed in the Akamai APl documentation. Here you will find the
instructions on how to generate the Access Token, Client Token, and Client Secrets for USM
Anywhere.

Note: You need to create the API client using an account with either READ-WRITE or
ADMIN access for Akamai ETP to receive information from USM Anywhere.

Configure BlueApp for Akamai Enterprise Threat Protector in USM Anywhere
To enable the BlueApp for Akamai Enterprise Threat Protector
1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.
Search for the BlueApp, and then click the tile.
Click Configure API.

oA W

If you have more than one deployed USM Anywhere Sensor, select the sensor that you
want to use for the enabled BlueApp.

BlueApps operate through a deployed sensor and use APIs to integrate with the
connected third-party technology. Select the sensor that can access the integration
endpoint. The HTTPS connections to the API will originate from this sensor, so it is
important to make sure the sensor has network access to the BlueApp APl endpoints.

6. Enter the Akamai Host URL, an API Access Token, Client Token, and Client Secret.

7. Click Save.
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BlueApp Log Collection

Once the BlueApp has been configured, you can choose to have USM Anywhere collect logs
from the app on a regular basis.

To configure log collection for the BlueApp

1. Go to Settings > Scheduler.

2. Inthe Job Scheduler, search for the BlueApp on the sensor to which it was deployed.

3. Inthe enabled column, click the (B3 icon for the inactive collection job.
The @@ icon turns green, and collection is enabled.

4. (Optional) Click the ,0 icon to customize the frequency of the event collection.

BlueApp for Akamai Enterprise Threat Protector Actions

The BlueApp for Akamai Enterprise Threat Protector (ETP) provides a set of orchestration
actions that you can use to identify vulnerabilities and manage assets in your USM Anywhere
environment. The following table lists the available actions from the BlueApp.

Actions for the BlueApp for Akamai Enterprise Threat Protector

o o

Add Items to Block List Run this action to add items to a block list from an event or alarm to
restrict their access

Add ltems to Allowlist Run this action to add items to an allowlist to grant authorized access

Remove Items from Block  Run this action to remove items from the Akamai ETP block list

List

Remove Items from Run this action to remove items from an allowlist via an event or alarm
Allowlist

Add Items to Block List Run this action to add items to a block list from a rule to restrict their
from Rule access

Add Items to Allowlist Run this action to add items to an allowlist from a rule to grant

from Rule authorized access

USM Anywhere™ AlienApps™ Guide




BlueApp for Akamai Enterprise Threat Protector

Actions for the BlueApp for Akamai Enterprise Threat Protector (Continued)

o o

Remove Items in Block List Run this action to remove items from a block list based on a predefined
from Rule rule to restrict their access

Remove Items in Allowlist ~ Run this action to remove items from an allowlist based on a predefined
from Rule rule to restrict or revoke access

Create Custom List Run this action to create a custom Akamai ETP flist

To view information about these actions in USM Anywhere

1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.
Search for the BlueApp, and then click the tile.

Click the Actions tab to display information for the supported actions.

S R A

Click the History tab to display information about the executed orchestration actions.

Launch Action from Alarms or Events

When you review the information in the Alarm Details or Event Details page, you can easily
launch an action to have USM Anywhere respond to threats or suspicious activity generated
from Akamai ETP.

To launch an Akamai ETP response action for an alarm or event

1. Go to Activity > Alarms or Activity > Events.

2. Click the alarm or event to open the details.

3. Click Select Action.

4. Inthe Select Action dialog box, select Run Akamai ETP Action.

5. Select the app action.

Additional fields will be populated based on the action you've selected. Fill out the
necessary fields for the app action.

6. Click Run.

After USM Anywhere initiates the action for an alarm or event, it displays a confirmation
dialog box.
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If you want to create a rule to apply the action to similar items that occur in the future,
click Create rule for similar alarms or Create rule for similar events and define the
new rule. If not, click OK.

Creating Akamai ETP Response Action Rules

3-0=Role Availability p 4 p 4 « Analyst + Manager

You can create orchestration rules in USM Anywhere that automatically trigger BlueApp for
Akamai Enterprise Threat Protector (ETP) response actions when events, or alarms match the
criteria that you specify. This way, you can automate the way you filter IP addresses into the
policies within the Akamai ETP user interface (Ul).

After you create arule, a new event, or alarm that matches the rule conditions trigger the
Akamai ETP response action to create a new incident. The rule does not trigger for existing
events or alarms.

You can create a new rule as follows:

» From the Rules page: The Rules page provides access to all of your orchestration rules.
The Orchestration Rules list includes suppression rules, alarm rules, event rules, filtering
rules, notification rules, and response action rules. You can create new rules using the
specific matching conditions that you define, as well as edit, delete, and enable or disable
rules. See Orchestration Rules in the USM Anywhere User Guide for more information about
managing orchestration rules.

Go to Settings > Rules and select Response Action Rules on the left navigation panel.
Then click Create Response Action Rule to define the new rule.
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To define a new Akamai ETP response action rule
1. Enter a name for the rule.

2. Select the App Action for the rule and specify the information for the Akamai ETP
incident.

The Akamai ETP parameters that you set will depend on the action that you select.

Create a New Incident from an Alarm

This is the default action if you create the rule after applying a Akamai ETP response
action to an alarm. Use this action to run a new Akamai ETP rule for the addresses of a
new alarm that satisfies the matching criteria.

Create a New Issue from Event-Based Orchestration

Use this action to add information to the designated Akamai ETP groups based on an
incident for any event that satisfies the matching criteria.

3. Atthe bottom of the dialog box, set the Rule Condition parameters to specify the criteria
for a matching alarm or event to trigger the rule.

Rule Conditions

Select from property values below to create a matching eondition. Learn more about ereating rules.

AMND w

CURRENT RULE
Match
(packet_type = log' AND packet_type == ‘alarm’ AND event_cate
Logs X v gory = 'Malware' AND malware_family = 'FindPOS)

# | Packet Type X W Equals v | alarm x

# | Category X v Equals ~ Malware X

RULE VERIFICATION
No Errors or warnings

£ Malware Family X W Equals v FindFOS x

+ Add Conditions + Add Group

» If you create the rule from an applied action, this section provides suggested prop-
erty/value pairs from the selected alarm or event that you can use as conditions for
the rule. Click the ] icon to delete the items that you do not want to include in the

matching conditions. You can also add other conditions that are not suggested.

 If you create the rule from the Rules page, you must use the Add Condition and Add
Group functions to define the property/value pairs that you want to use as conditions
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for the rule.

» At the bottom of the dialog box, click More to display the optional multiple occurrence
and window length parameters.

Conditional Expression

Select an operator and add one or more conditions to form the conditional expression.
You can include a condition group to evaluate a subset of conditions. The Current Rule
pane displays the constructed expression in standard syntax. The box displays a red
border if the expression is syntactically invalid as currently specified. A valid expression is
required to save the rule definition.

Select the operator used to determine the match for multiple conditions:

» AND: Match all conditions.

e OR: Match any one condition.

» AND NOT: Exclude items matching all conditions after the first.

* OR NOT: Include all items that do not match any conditions after the first.

Click Add Condition to add a condition. For each condition, specify the field name,
evaluator, and value. If the evaluation returns true for the condition, it is a match.

Click Add Group to add a condition group. A new group includes a condition and its own
operator used to match the conditions within the group. You can nest condition groups.

Occurrences

Specify the number of event or alarm occurrences that produce a match on the
conditional expression to trigger the rule. The default value is 1. You can enter the number
of occurrences or use the arrow to scroll the value up or down.

USM Anywhere uses this in conjunction with the Length option to specify the number of
occurrences within a time period that will trigger the rule. For example, you can define a
rule to trigger for an unauthorized access attempt when a failed SSH login occurs three
times within a five-minute window.

Length

Specify the length of the window to identify a match for multiple occurrences. Enter the
number and choose a time unit value of seconds, minutes, or hours. This time period
identifies the amount of time that transpires from the first occurrence to the last
occurrence. If the number of occurrences is not met within this period, the rule does not
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trigger.

4. Click Save Rule.

5. Inthe confirmation dialog box, click OK.

BlueApp for LevelBlue Forensics and Response

The BlueApp for LevelBlue Forensics and Response enables you to automate intrusion
detection and response activities between USM Anywhere and your asset host systems. This
BlueApp enhances the threat detection capabilities of USM Anywhere by collecting and
providing Microsoft Windows and Linux system information, and provides orchestration
actions to streamline incident response activities for Windows systems based on risks
identified in USM Anywhere.

o Edition: The BlueApp for LevelBlue Forensics and Response is available in the Standard
and Premium editions of USM Anywhere. See the Affordable pricing to fit every budget
page for more information about the features and support provided by each of the USM
Anywhere editions.

Warning: If the BlueApp fails and you receive a message informing you that it has not
been loaded, please contact LevelBlue Technical Support to solve the problem.

This topic discusses these subtopics:

Configuring the BlueApp for LevelBlue Forensics and Response

To use the BlueApp for LevelBlue Forensics and Response for data collection and
enforcement functions on remotes hosts, the target assets must meet the following
requirements:

» The asset must be defined in the USM Anywhere asset inventory, be assigned to a sensor,
and have configured credentials.
* A Windows asset must have PowerShell 3.0 or above installed.

e The Linux asset must be running Red Hat Enterprise Linux (RHEL) 5+, Fedora 14+, SUSE
Desktop 10+, SUSE Enterprise Server 9+, Ubuntu 8.10+, or Debian 6.0+ with SSH enabled.
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See System Settings for Authenticated Scans for information about configuring the host
system to support remote management functions.

Access Rights for Credentials

USM Anywhere requires privileged access to execute system-level functions for monitored
assets. Using an unprivileged account results in many "unknown" and potentially some "error"
results. Make sure that you have credentials for the target assets that meet the following
requirements:

e For Windows systems, USM Anywhere uses Microsoft Windows Remote Management
(WinRM) framework (version 2.0 or higher) to execute the corresponding commands.
Therefore, if WinRM is unavailable on a target Windows system through the account
credentials, USM Anywhere will be unable to connect.

Important: Only the members of the Remote Management Users and
Administrators groups can log in through Web Services for Management (WS-
Management).

e For Linux systems, USM Anywhere connects to the target host through SSH to run the sup-
ported functions. USM Anywhere supports the definition of credentials with sudo privilege

escalation. It also supports login as a particular user followed by a su privilege escalation,
which executes every command as a root user.

m Note: USM Anywhere does not support authenticated scans on Cisco I0S.

Manage Credentials for Your Assets

Before you use the BlueApp for LevelBlue Forensics and Response actions to perform
collection and enforcement functions for your assets, you should make sure that each of the
assets has assigned credentials that are able to connect to the system. In USM Anywhere, you
can assign credentials for an individual asset or for an asset group.

Note: Credentials assigned directly to an asset have higher priority than those assigned
to an asset group.

When USM Anywhere runs a scan or executes a system-level action, it uses the
credential set assigned directly to the asset, if there is one. If those credentials don't
connect or the asset doesn't have an assigned credential set, it uses the credential set
assigned to the group where the asset is a member, if that asset is a member of an asset

group.
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To add a new credential

1. Go to Settings > Credentials.

Credentials

Credentlals are used to perform Authenticated Asset Scans to search for wuinerabilities, configuration issues, and collect software Inventory infarmation.
The system can scan Linux, Windows and MacO$ X devices.

Changes to credentials In this section will updste the credential assigned to any Assetis) or Asset Groupis).

TEST SSH Password atest PV |
fixture linux SSH Passward PV
Windows WINDOWS Passward PV |
2. Click New Credentials.
The Add New Credential dialog box opens.
Add New Credentials X

Mame

Description

Credential Type
55H

Windows BEM

Cancel

3. Enter a name for the credential in the Name field and, if desired, a description to clarify its
use in the Description field.

4. In Credential Type, select SSH or Windows RM based on the operating system of the
asset.
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Windows RM

Important: Only members of the Administrators or Remote Management Users
groups are able to log in through WS-Management. The account used to login to
the target system must have remote and local log-on rights. See Setting Log on
Locally and the Security Policy for more information.

Use the Windows RM credential for a Windows operating system. After selecting Windows
RM, complete these fields:

e Username: Enter the username for the account with the required privileges.
Important: The username must have 20 characters or less.

» Password: Enter the password for the user account.
» Domain: (Optional.) Enter the domain name registered in the Domain Name System
(DNS).

Note: Use a fully qualified domain name (FQDN) instead of a Network Basic
Input/Output System (NetBIOS) name. If you use a NetBIOS name, you will get an
invalid SSH gateway error.

» Port: If an alternative port number is required, enter the port number. The default port,

USM Anywhere™ AlienApps™ Guide


https://cybersecurity.att.com/documentation/usm-anywhere/user-guide/vulnerability-assessment/system-settings-auth-scan.htm#logOnLocally
https://cybersecurity.att.com/documentation/usm-anywhere/user-guide/vulnerability-assessment/system-settings-auth-scan.htm#logOnLocally

BlueApp for LevelBlue Forensics and Response

5985, is standard.

Username

WinAdmin

New Password

ooooooooo

Port

SSH
Use the SSH credential for a Linux, Apple macOS, or any other device that supports an

SSH connection. After selecting SSH, complete these fields:

e Username: Enter the username for the account with the required privileges.

» Authentication method: Set the SSH authentication mode and enter the password,
private key, or both.

» Password: Select this option to use a simple password to authenticate the user
account. It is mandatory if you do not use a private key.

» Private key (no passphrase): Select this option to use a private key to authen-
ticate the user account.

» Private key with passphrase: Select this option to use a private key and password
combination to authenticate the user account.
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Important: A private key must start with an appropriate header, such as "---
--BEGIN RSA PRIVATE KEY----"and "----- END RSA PRIVATE KEY-----
Always copy the certificate in the form with the header.

» Password: This field only appears if you select Password as authentication method.
Enter the password that authenticates the user.

» Privilege elevation: Select the elevated privilege to use for the credentials.
» sudo: Use this option to run single commands with root privileges. For example:

sudo 'commandl'; sudo 'command2'; sudo 'command3'

 su: Use this option to run single commands with superuser privileges. This requires
you to enter the username and password for the superuser account. For example:

su username -c 'commandl'; su username -c 'command2'; su username -cC
'command3"’'

» Port: This is automatically set (SSH listens on port 22 by default) and cannot be
changed.
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Username

root

Authentication method

@ Password
Private key (no passphrase)

Private key with passphrase

Password

---------

Privilege elevation
@ subo

SuU

Cisco |0S Enable Password

Port

5. Click Save.

SSH Key Manual Generation

There are a variety of ways to create an SSH key, and your company may already have
predefined rules regarding an algorithm to use and what strength the key needs to be.
However, if you need to create an SSH key manually and don't have a predefined company
policy for the creation of the SSH key, you can use the following procedure to make a basic
RSA SSH key to add to your credentials.
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To create an SSH key manually

5.

Open the command line for Linux or Terminal for macOS.

Enter ssh-keyken to create a 2048-bit SSH key or ssh-keygen -b 4096 to create a 4096-
bit SSH key, and then press Enter.

The command line prompts you to specify a file location.

Press Enter to use the default location (/home/<username>/.ssh/id_rsa for Linux, or
/users/<username>/.ssh/id_rsa for macOS), or designate another location for the file.

The command line prompts you to specify a passphrase and enter it again to confirm it.

Specify a passphrase or, if you don't want to use a passphrase, leave the line blank, and
then press Enter.

The SSH key is saved to either the default location or the location you specified.

In USM Anywhere, you assign a defined credential set to an individual asset in order to use the
credentials for authenticated scans, active directory (AD) scans, and BlueApp for Forensics
and Response actions on the host. You can assign assets to a credential set in the Credentials
page, or you can perform this task from the Assets page.

To assign a credential on the Credentials page

1.
2.

Go to Settings > Credentials.

In the line of the credential you want to assign, click the 5~ icon.

Credentials

Credentials are used to perform Authenticated Asset Scans to search for vulnerabilities, configuration issues, and collect software inventory information.
The system can scan Linux, Solaris, AlX, HP-UX, MacOS X, VMWare ESXi, Cisco IOS-XE, Cisco ASA, and JunOS.

Changes to credentials in this section will Update the eredential assigned to any Assetfs) or Asset Group(s).

NAME TYPE AUTHENTICATION METHOD DESCRIPTION

credentials-name-2-caab-exec2 SSH Password Description 7 P
credentials-name-2-caab-execl SSH Password Description Fd EAN:]
credentials-name-1-39f0-execl S5H Password Description Flse B
KSXS S5H Password Fle 8

credentials-name-1-caab-exec! SSH Password Description Al |

credentials-name-1-caab-exec2 S5H Password Description Fls B8

credentials-name-2-39f0-exec? SSH Password Description

I~
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A dialog box opens.

Manage Assets using avengineering-agent >

Assets Asset Groups

Assets using 'avengineering-agent'

@9 Test | =

[ ] Test | =

Set a new asset to use 'avengineering-agent'

Cancel

3. Enter part of the asset name in the field at the bottom of the dialog box
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Manage Assets using avengineering-agent >

fssets Asset Groups

Assets using 'avengineering-agent'

® Test |

@i Test |

Set a new asset to use 'avengineering-agent'

S MO

Cancel

This displays the matching items below the field. You can enter more text to filter the list
further.

4. Select the asset to assign to the credential set.

The credentials overwrite dialog box opens.
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A

Credentials Overwrite

This will owverwrite the existing credentials for ajimenez-

windows-joval-test

Cancel

Warning: If the asset has already assigned credentials, these credentials are going
to be overwritten.

5. Next to the displayed asset name, click Test to execute a test connection to the asset
using the credentials.

If the test detects any warnings, a Permissions Warnings section displays. This section
contains a Warning column that lists the individual warnings.
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Manage Assets using avengineering-agent X

Assets Asset Groups

Assets using 'avengineering-agent'

$ @ Invalid Credentials  Test |

@ & Valid Credentials  Test |

Set a new asset to use 'avengineering-agent'

Cancel

A permissions error doesn't prevent the scan from running, but it can result in the
incomplete information being detailed in the scan results.

6. Clickthe X icon to close the dialog box.

To assign a credential on the Assets page

1. Go to Environment > Assets and locate the asset.

2. Next to the asset name, click the v icon and select Assign Credentials.

The assign credentials dialog box opens.
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Assign Credentials ( ) x

Available Credentials

Add Mew Credentlals

3. Inthe Available Credentials drop-down list, select the credential to use.

Assign Credentials |’ )] *

Avallable Credentials

fiodture linux *ow | P Test

Add Mew Credentlals

Remove Current Credentlals From Asset

Jump Box

[] Authenticate threugh ancther server

Note: If the needed credentials do not already exist, you can select Add New
Credentials to define them in USM Anywhere. See Creating Credentials for more
information. Use the ,’ icon to modify any information.

4. (Optional.) Select the Jump Box option if you want to authenticate through another
asset.

Select the checkbox and use the field to search for the asset you want to use as an
authentication server.
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5. Click Test to execute a test connection to the asset using the selected credentials.

If the test detects any warnings, a Permissions Warnings section displays. This section
contains a Warning column that lists the individual warnings and a Remediation that
provides a suggested solution to resolve each warning. A permissions error doesn't
prevent the scan from running, but it can result in the incomplete information being
detailed in the scan results.

6. Click Save.

In USM Anywhere, you assign a defined credential set to an asset group to use the credentials
for authenticated scans, AD scans, and BlueApp Forensics and Response actions on members
of the group. You can assign asset groups to a credential set in the Credentials page, or you
can perform this task from the Asset Groups page.

Important: When you assign a credential to an asset group, USM Anywhere assigns the
credential to the asset group instead of assigning it to all of its members.

To assign a credential on the Credentials page

1. Go to Settings > Credentials.

2. Inthe line of the credential you want to assign, click the e icon.

Credentials

Credentials are used to perform Authenticated Asset Scans to search for vulnerabilities, configuration issues, and collect software inventory information.
The system can scan Linux, Solaris, AlX, HP-UX, MacOS X, VMWare ESXi, Cisco IOS-XE, Cisco ASA, and JunOS.

Changes to credentials in this section will update the credential assigned to any Asset(s) or Asset Group(s).

MAME TYPE AUTHENTICATION METHOD DESCRIPTION

credentials-name-2-caab-exec2 S5H Password Description Fls B8
credentials-name-2-caab-execl S5H Password Description Fls B8
credentials-name-1-39f0-exacl SSH Password Description Fd LA}
XSXS SSH Password Flse B
credentials-name-l-caab-exec! SSH Password Description Flse B
credentials-name-l-caab-exec? S5H Password Description Fls 8

credentials-name-2-39f0-exec? S5H Password Description Fls B8

A dialog box opens.
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Manage Assets using avengineering-agent X

Assets Asset Groups

Assets using 'avengineering-agent'

9 Test | =

@9 Test | =

Set a new asset to use 'avengineering-agent'

Cancel

3. Click the Asset Groups tab.
4. At the bottom of the dialog box, enter part of the asset group name in the field.

This displays the matching items below the field. You can enter more text to filter the list
further.

5. Select the asset group to assign to the credential set.
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Manage Asset Groups using credentials-name-1_d4dd-e... X

Assets Asset Groups

Asset Groups using 'credentials-name-1_d4dd-exec2'

Mo asset groups use these credentials.

Set a new asset group to use 'credentials-name-1_d4dd-exec...’

Linux|

Linux Assets

Cancel

After you select the asset group, the dialog displays the item at the top. If needed, you

can enter text for another asset group name and select it to assign multiple asset groups
for the credential set.

6. Clickthe X icon to close the dialog box.

To assign a credential on the Asset Groups page
1. Go to Environment > Asset Groups.

2. Next to the asset name, click the v icon and select Assign Credentials.

The assign credentials dialog box opens.
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Assign Credentials to Asset Group (HIPAA) *

» Credentials will be applied to current members of this asset group and assets added to the group later.
«  Aszet can be added automatically via asset group rules or manually by adding assets to asset group.

= Credentlals assigned directly to an asset have higher priority than those assigned to an asset group.

Awallable Credentials

Add Mew Credentlals

3. Inthe Available Credentials drop-down list, select the credential to use.

Note: If the needed credentials do not already exist, you can select Add New
Credentials to define them in USM Anywhere. Use the [ icon to modify any

information. Click Remove Current Credentials From Asset Group to remove that
credential from the asset group.

4. Click Save.

Using the BlueApp for LevelBlue Forensics and Response Actions
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With the BlueApp for LevelBlue Forensics and Response, USM Anywhere can execute system-
level functions instantly — through a user-executed action or an automated rule or job —to
coordinate forensics and response in a single action. Rather than manually connecting to
each host and executing system-level tasks for investigation and protection purposes, you
can use the BlueApp for LevelBlue Forensics and Response actions to gather forensic
information or make system changes on assets monitored in USM Anywhere.

Important: Running the BlueApp for LevelBlue Forensics and Response actions requires
that the target assets have assigned credentials that are suitable for administrative
access to the host. See Configuring the BlueApp for LevelBlue Forensics and Response
for more information.

Supported Actions

Each action that you run executes one or more functions on the host system for the target
asset. Some of these functions collect system data and some perform enforcement
operations. You can run an action manually from an event or alarm, or you can run an action
from the BlueApp for LevelBlue Forensics and Response page for a specified asset. To
automate these actions, you can schedule jobs to run an action for a specified asset, or you
can create a response action rule to trigger an action from future events or alarms that meet
your specified criteria.

See Data Collection Functions and Enforcement System Functions for detailed information
about the functions supported by the BlueApp for LevelBlue Forensics and Response actions.

Forensic Profile Actions

The BlueApp for LevelBlue Forensics and Response provides multiple actions that you can use
to perform an investigation of the target system, by running a group of data collection
functions. Each of these actions is designed to provide a level of forensic profile for the target
asset:

Basic Forensic Info Actions
Moderate Forensic Info Actions
Full Forensic Info Actions

USM Anywhere then generates an event for each executed function included in the forensic
profile. See Viewing Forensics and Response Events and Alarms for more information about
accessing these events.
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Single Function Actions

For many of the most common functions, the BlueApp for LevelBlue Forensics and Response
also provides actions to launch a simple execution of that function. The table below describes

what each action does:

Disable Networking

Get Active Directory
Information

Get Established
Connections

Executes the
Disable
Networking
enforcement
function on the
interfaces
currently
connected to the
selected asset.

Executes the Get
Active Directory
(AD) Assets data
collection
function.

Executes the Get
Established
Connections
data collection
function. This
displays
information like
the TCP State
and Address
Family. See the
Microsoft
documentation
for more
explanation on
log fields.

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

Scheduled Job

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

USM Anywhere™ AlienApps™ Guide



https://docs.microsoft.com/en-us/dotnet/api/system.net.networkinformation.tcpstate?view=net-5.0
https://docs.microsoft.com/en-us/dotnet/api/system.net.sockets.addressfamily?view=net-5.0
https://docs.microsoft.com/en-us/dotnet/api/system.net.sockets.addressfamily?view=net-5.0
https://docs.microsoft.com/en-us/dotnet/api/system.net.networkinformation?view=net-5.0
https://docs.microsoft.com/en-us/dotnet/api/system.net.networkinformation?view=net-5.0

Get Users

Get Logged On Users

Get Processes with

Hashes

Get Running Services

Get System Info
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Executes the Get
Users data
collection
function.

Executes the Get
Logged On Users
data collection
function.

Executes the Get
Processes with
Hashes data
collection
function.

Executes the Get
Running Services
data collection
function.

Executes the Get
System Info data
collection
function.

BlueApp for LevelBlue Forensics and Response

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule
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Shutdown

Set Registry Key to
String

Set Registry Key to
DWORD

Launch Query

Executes the
Shutdown
enforcement
function.

Executes the Set
Registry Key to
String
enforcement
function.

Executes the Set
Registry Key to
DWORD
enforcement
function.

Executes the
specified data
collection or
enforcement
function

See Defining a
Launch Query
Action for more
information
regarding app
actions.

BlueApp for LevelBlue Forensics and Response page
Event or Alarm
Scheduled Job

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm

Orchestration Rule

BlueApp for LevelBlue Forensics and Response page
Event or Alarm

Scheduled Job

Orchestration Rule
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Launch Actions from USM Anywhere

The BlueApp for LevelBlue Forensics and Response page provides an easy way to manually
run a single Forensics and Response action. However, if it is an action that you want to run
regularly for a specific asset, you should define a scheduled job to run the action. If you want
to run the action as a response to certain events or alarms, you should define an
orchestration rule.

To run an action in the BlueApp for LevelBlue Forensics and Response
1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.

Search for the BlueApp, and then click the tile.
Click the Actions tab.

v A W

Review the list of actions to determine which action you want to run.

Additional fields will be populated based on the action you've selected. Fill out the
necessary fields for the app action.

See Data Collection Functions and Enforcement System Functions topics for detailed
information about each of the supported functions. If the needed function does not have
a specific action, you can use the generic Launch Query action to specify the function
parameters.

6. Next to the action that you want to use, click Run.
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AlienApp for AT&T Cybersecurity Forensics and Response App

Collect Logs \ Actions | Rules

Actions
ACTION
Set Registry Key to String
Get Established Connections
Get Logged On Users
Get Processes With Hashes
Full Forensic Info
Get Running Services
Basic Forensic Info
Set Registry Key to DWORD
Disable Networking
Moderate Forensic Infa
Get Users
Launch Query
Get System Info

Shutdown

| Scheduling | History

DESCRIPTION

Sets a registry key to a String value.

Retrieves a list of the opened connections with information about the port and the address involved
List the Logged Cn Users.

Gat the list of processes running in the system and the assoclated hash

Get complete forensic info from an asset

Get the list of services running in the system

Get basic forensic info from an asset

Sets a registry key to a DWORD value.

Disable networking.

Get moderate forensic info from an asset

List the local accounts in the system including privileges and |ast time they logged in

Launches a query or action against an asset

Gets infermation about the system including the Operating System versicn, Metwork Interfaces and hotfixes

Shutdowns the system

This opens the Select Action dialog box.

7. If needed, select the sensor on which the BlueApp is enabled to display more options.

Select Action

Action Type

ATET Cybersecurity Forensics and Response 4

App Action

List the Logged On Users.

Get Legged On Users

]

Browse Assets

8. Specify the asset that you want to use as a target for the action.
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You can enter the name or IP address of the asset in the field to display matching items
that you can select. Or you can click Browse Assets to open the Select Asset dialog box
and browse the asset list to make your selection.

9. Click Run.

USM Anywhere generates an event for each executed function. See Viewing Forensics
and Response Events and Alarms for more information about accessing these events.

USM Anywhere will generate an event for each executed function included in this action's
forensic profile.

Data Collection Functions

Use the data collection functions to collect forensic information from a remote Microsoft
Windows or Linux machine and use it for your incident response processes. When you execute
these collection functions, BlueApp for LevelBlue Forensics and Response retrieves and
ingests data for analysis in USM Anywhere. It produces an event for each completed function
and you can review the information on the Events page. See Viewing Forensics and Response
Events and Alarms for more information about accessing these events.

Some of the most common functions are available as a singular query action. See the
following table for details. For other functions, you can use the Launch Query action to
specify the parameters and execute the function for an asset.

Important: These functions require that the target assets have assigned credentials
that are suitable for system-level access to the host. See Configuring the BlueApp for
LevelBlue Forensics and Response for more information.
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System function

Get System Info

Windows

Get Users

Windows and Linux

Get Running Services

Windows and Linux (non-
RHEL)

Get Running Services RedHat

Linux (RHEL only)

Get Services

Windows

Get SMB Sessions

Windows

69

Information about the target system,
including the operating system version,
network interfaces, and hotfixes.

To execute this function using the Launch

Query action, specify getSystemInfo as
the Query parameter.

A list of the local accounts in the target
system, including privileges and the last
login time.

To execute this function using the Launch

Query action, specify getUsers as the
Query parameter.

A list of all currently running services on
the target system.

To execute this function using the Launch
Query action, specify
getRunningServices as the Query
parameter.

A list of all currently running services on
the target system.

To execute this function using the Launch
Query action, specify
getRunningServices.rhel asthe
Query parameter.

A list of all services on the target system.

To execute this function using the Launch

Query action, specify getServices as
the Query parameter.

Information about the Server Message
Block (SMB) sessions that are currently
established on the target system.

To execute this function using the Launch

Query action, specify getSMBSessions
as the Query parameter.

Basic Forensic Info
Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
Moderate Forensic Info
Full Forensic Info

Get Users

Basic Forensic Info
Moderate Forensic Info
Full Forensic Info

Get Running Services

Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
Moderate Forensic Info

Full Forensic Info
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Get TCP Listening Ports

Windows and Linux

Get UDP Listening Ports

Windows and Linux

Get Established Connections

Windows and Linux

Get Installed Applications

Windows

Get Logged On Users

Windows
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A list of the listening TCP ports on the
target system.

To execute this function using the Launch
Query action, specify
getTCPListeningPorts asthe Query
parameter.

A list of the listening UDP ports on the
target system.

To execute this function using the Launch
Query action, specify
getUDPListeningPorts asthe Query
parameter.

A list of the opened connections on the
target system, including information
about the port and the address.

To execute this function using the Launch
Query action, specify
getEstablishedConnections asthe
Query parameter.

A list of the applications installed on the
target system.

To execute this function using the Launch
Query action, specify
getInstalledApplications asthe
Query parameter.

A list of the user accounts that are
currently logged in to the target system.

To execute this function using the Launch
Query action, specify
getLoggedOnUsers as the Query
parameter.

Basic Forensic Info
Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
Moderate Forensic Info
Full Forensic Info

Get Established
Connections

Basic Forensic Info
Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
Moderate Forensic Info
Full Forensic Info

Get Logged On Users
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System function

Get Network Configuration

Windows

Get Antivirus

Windows

Get Start Up Items

Windows

Get All Start Up Items

Windows

Get Processes

Windows and Linux

71

A list of the active network interfaces on
the target system and their properties,
including IP addresses and DHCP
information.

To execute this function using the Launch

Query action, specify getNetConfig as
the Query parameter.

Information about antivirus tools
installed on the target system, including
the status.

To execute this function using the Launch

Query action, specify getAntivirus as
the Query parameter.

An enumerated list of autorun artifacts
on the target system that may be used
by legitimate programs or malware to
achieve persistence.

To execute this function using the Launch

Query action, specify getStartUpItems
as the Query parameter.

A complete, enumerated list of autorun
artifacts on the target system that may
be used by legitimate programs or
malware to achieve persistence.

To execute this function using the Launch
Query action, specify
getStartUpItemsAll asthe Query
parameter.

A list of processes running on the target
system.

To execute this function using the Launch

Query action, specify getProcesses as
the Query parameter.

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Basic Forensic Info
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Get Processes With Hashes

Windows

Get Shares

Windows

Get Mapped Drives

Windows

Get Scheduled Tasks

Windows and Linux

Get Scheduled Jobs

Windows

BlueApp for LevelBlue Forensics and Response

A list of processes running on the target
system, along with the associated hash.

To execute this function using the Launch
Query action, specify
getProcessesWithHashes as the
Query parameter.

A list of the shared folders on the target
system.

To execute this function using the Launch

Query action, specify getShares as the
Query parameter.

A list of the mapped drives on the target
system.

To execute this function using the Launch

Query action, specify getMappedDrives
as the Query parameter.

A list of the scheduled tasks on the target
system (malware often creates
scheduled tasks to maintain persistence).

To execute this function using the Launch
Query action, specify
getScheduledTasks as the Query
parameter.

A list of the scheduled jobs on the target
system (malware often creates
scheduled jobs to maintain persistence).

To execute this function using the Launch
Query action, specify
getScheduledJobs as the Query
parameter.

Moderate Forensic Info

Full Forensic Info

Get Processes With
Hashes

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info
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System function Collected data m

Get Installed Hotfixes A list of the hotfixes installed on the Moderate Forensic Info
target system.
Windows Full Forensic Info
To execute this function using the Launch
Query action, specify
getInstalledHotfixes asthe Query

parameter.

Get Recent USB Drives A list of the USB devices recently used on  Moderate Forensic Info
the target system.

Windows Full Forensic Info

To execute this function using the Launch
Query action, specify
getRecentUSBDrives as the Query

parameter.

Get Shadow Copies A list of shadow copies on the target Moderate Forensic Info
system.

Windows Full Forensic Info

Shadow copies are used to perform
manual or automatic backup copies or
snapshots of computer files or volumes.

To execute this function using the Launch

Query action, specify getShadowCopies
as the Query parameter.

Get Restore Points A list of the restore points available on Moderate Forensic Info

the target system.
Windows Full Forensic Info

To execute this function using the Launch
Query action, specify
getRestorePoints as the Query
parameter.

73 USM Anywhere™ AlienApps™ Guide




BlueApp for LevelBlue Forensics and Response

System function Collected data m

Get Prefetch Files

Windows

Get DNS Cache

Windows

Get Failed DNS

Windows

Get EventlLog Info

Windows

Get Firewall Config

Windows

USM Anywhere™ AlienApps™

A list of the prefetch files on the target
system.

Windows creates a prefetch file when an
application runs from a particular
location for the very first time.

To execute this function using the Launch
Query action, specify
getPrefetchFiles as the Query
parameter.

A list of the contents of the DNS client
cache on the target system.

To execute this function using the Launch

Query action, specify getDNSCache as
the Query parameter.

A list of the 50 most recent DNS
resolutions that failed on the target
system.

To execute this function using the Launch

Query action, specify getFailedDNS as
the Query parameter.

A list of all the event log sources on the
target system, including the size and last
modification time.

To execute this function using the Launch

Query action, specify getEventLogInfo
as the Query parameter.

The firewall configuration on the target
system.

To execute this function using the Launch
Query action, specify
getFirewallConfig asthe Query
parameter.

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info
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System function

Get Audit Policy

Windows

Get |E History

Windows

Get Typed URLs

Windows

Get Event Tracing for
Windows (ETW) Sessions

Windows

Get Windows Defender
Information

Windows

The local audit policy information on the
target system.

To execute this function using the Launch

Query action, specify getAuditPolicy
as the Query parameter.

The history from Internet Explorer on the
target system, including a list of recently
visited web sites.

To execute this function using the Launch

Query action, specify get IEHistory as
the Query parameter.

A list of the most recent URLs typed by
the user in Internet Explorer on the target
system.

To execute this function using the Launch

Query action, specify getTypedURLs as
the Query parameter.

A list of the running Microsoft Event
Tracing for Windows (ETW) sessions on
the target system.

To execute this function using the Launch

Query action, specify getETWSessions
as the Query parameter.

Information about Windows Defender on
the target system.

To execute this function using the Launch
Query action, specify
getWindowsDefenderStatus asthe
Query parameter.

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info

Moderate Forensic Info

Full Forensic Info




System function

Get Drivers

Windows

Get Recently Created Files

Windows

Get Recent DLLs

Windows

Get Recent Links

Windows

Get Recent Executables

Windows
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A list of drivers on the target system,
including the location, hash, and digital
signature.

To execute this function using the Launch
Query action, specify getDrivers as the
Query parameter.

A list of files created on the target
system within the last 24 hours.

To execute this function using the Launch
Query action, specify
getRecentlyCreatedFiles asthe
Query parameter.

A list of DLLs created on the target
system within the last 24 hours.

To execute this function using the Launch

Query action, specify getRecentDLLs as
the Query parameter.

A list of the link files created on the
target system within the last seven days.

To execute this function using the Launch
Query action, specify getRecentLinks
as the Query parameter.

A list of executable files created on the
target system within the last 24 hours.

To execute this function using the Launch
Query action, specify
getRecentExecutables as the Query
parameter.

Full Forensic Info

Full Forensic Info

Full Forensic Info

Full Forensic Info

Full Forensic Info
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System function

Get Compressed Files

Windows

Get Encrypted Files

Windows

Get Downloads

Windows

Get Windows Defender
Detections

Windows

A list of the compressed files created on
the target system within the last seven
days.

To execute this function using the Launch
Query action, specify
getCompressedFiles as the Query
parameter.

A list of the encrypted files created on
the target system within the last seven
days.

To execute this function using the Launch
Query action, specify
getEncryptedFiles as the Query
parameter.

A list of the downloaded files created on
the target system.

To execute this function using the Launch

Query action, specify getDownloads as
the Query parameter.

Information about malware threats on
the target system detected by Windows
Defender.

To execute this function using the Launch
Query action, specify
getWindowsDefenderDetections as
the Query parameter.

Enforcement System Functions

77

Full Forensic Info

Full Forensic Info

Full Forensic Info

Full Forensic Info
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Use the enforcement functions to mitigate an incident or contain a threat, such as malware,
on a remote Microsoft Windows system. You can trigger actions that execute these functions
directly from an event or alarm, and easily create a rule to execute the function for similar
events or alarms that occur in the future. You can also create a scheduled job to execute one
or more functions for a specific asset, such as performing a system restart at the same time
each day.

Important: These functions are supported only for Windows hosts in your USM
Anywhere asset inventory.

Target assets must have assigned credentials that are suitable for system-level access
to the host. See Configuring the BlueApp for LevelBlue Forensics and Response for more
information.

Set Registry Key to String

Use this function to set or update a registry key to a standard string (REG_SZ) value on a
Windows target system.

You can run this function using the Set Registry Key to String action from the BlueApp for
LevelBlue Forensics and Response page or as an action from an orchestration rule. Set the
parameters according to the registry key and value.

Path: Enter the path for the registry key. For example,
HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion.

Name: Enter the name of the registry key. For example, MyKey.

Value: Enter the new value for the key as a standard string format. For example, New-Key-

Value.

Set Registry Key to DWORD

Use this function to set or update a registry key to a 32-bit integer string (REG_DWORD) value
on a Windows target system.

You can run this function using the Set Registry Key to DWORD action from the BlueApp for
LevelBlue Forensics and Response page or as an action from an orchestration rule. Set the
parameters according to the registry key and value.

Path: Enter the path for the registry key. For example,
HKLM: \SOFTWARE\Microsoft\Windows\CurrentVersion.

Name: Enter the name of the registry key. For example, MyversionKey.

Value: Enter the new value for the key as a standard string format. For example, 108.
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Disable Networking

Use this function to disable all the network interfaces on a Windows target system. This is
typically executed to isolate a system that has been compromised or is infected with
malware.

You can run this function using the Disable Networking action from the BlueApp for LevelBlue
Forensics and Response page, from the Alarm or Event details, or as an action from an
orchestration rule or scheduled job. You specify the asset for the function and no parameters
are required.

Shutdown

Use this function to shut down a Windows target system. This is a typical response action in
situations where a system is compromised and must be shut down in order to stop further
damage.

You can run this function using the Shutdown action from the BlueApp for LevelBlue
Forensics and Response page, from the Alarm or Event details, or as an action from an
orchestration rule or scheduled job. You specify the asset for the function and no parameters
are required.

Stop Process

Use this function to stop a process on a Windows target system using the process
identification (ID). This function returns information about the terminated process and USM
Anywhere displays this as an event.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter stopProcess as the value.

First Optional Parameter: Enter the name for the process to be stopped. For example,
TermService. If needed, you can determine this value by executing a Get Processes function.

Disable Local User
Use this function to disable a local user account on a Windows target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter disableLocalUser as the value.

First Optional Parameter: Enter the name of the user account to be disabled. For example,
TempUser. If needed, you can determine this value by executing a Get Users function.
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Disable AD User

Use this function to disable an Active Directory user account on a Windows target system
that is configured as an AD domain controller.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter disableADUser as the value.

First Optional Parameter: Enter the name of the AD user account to be disabled. For
example, TempUser. If needed, you can determine this value by executing a Get AD Users
function.

Stop Service

Use this function to stop a service on the target system using the service name and retrieve
information about stopped service.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter stopservice as the value.

First Optional Parameter: Enter the name of the service to be stopped. If needed, you can
determine this value by executing a Get Running Services data collection function.

Restart Service
Use this function to restart a service on the target system using the service name.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter restartservice as the value.

First Optional Parameter: Enter the name of the service to be stopped. If needed, you can
determine this value by executing a Get Running Services data collection function.

Send Message
Use this function to send messages to a user connected to the target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter sendMessage as the value.
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First Optional Parameter: Enter the username account. A value of * sends a message to all
connected users.

Second Optional Parameter: Enter the message text.

Block Remote Address Outbound

Use this function to create a new rule in the Windows firewall to block outbound connections
to a specified address. This is useful to block a command and control when a system has been
compromised.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter blockRemoteAddressOutbound as the value.
First Optional Parameter: Enter the remote IP address to be blocked.

Block Remote Address Inbound

Use this function to create a new rule in the Windows firewall to block inbound connections
from a specified address. This is useful to block the source of an attacker that is launching a
brute force, denial of service (DoS), or other attack.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter blockRemoteAddressInbound as the value.
First Optional Parameter: Enter the remote IP address to be blocked.

Block Inbound Port

Use this function to create a new rule in the Windows firewall to block inbound connections to
a specific port.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter blockInboundPort as the value.

First Optional Parameter: Enter the port number to be blocked.
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Restart

Use this function to restart the target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter restart as the value.
Shutdown
Use this function to shut down the target system.

You can run this function using the Shutdown action from the BlueApp for LevelBlue
Forensics and Response page, from the Alarm or Event details, or as an action from an
orchestration rule or scheduled job. You specify the asset for the function and no parameters
are required.

Restore
Use this function to restore the target system to the specified restore point.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter restore as the value.

First Optional Parameter: Enter the ID for the restore point. If needed, you can determine
this value by executing a Get Restore Points data collection function.

Enable Windows EventLog Channel
Use this function to enable a Windows EventLog channel on the target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter enableLogChannel as the value.
Disable Windows EventLog Channel
Use this function to disable a Windows EventLog channel on the target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter disableLogChannel as the value.
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Launch a Windows Defender Scan

Use this function to launch a Windows Defender scan on the target system.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter 1aunchiindowsDefendersScan as the value.

First Optional Parameter: Enter the scan type. This value can be Quickscan, FullScan, or

CustomScan.

Second Optional Parameter: If you specify the CustomScan type, enter the path to scan (for
example, C:\Directory).

Update Windows Defender Signatures

Use this function to update the Windows Defender signatures on the target system from the
Microsoft update server.

You can run this function through the Launch Query action. Set these parameters for the
Launch Query app action:

Query: Enter updateWindowsDefenderSignatures as the value.

Defining a Launch Query Action

:&Role Availability p 4 p 4 + Analyst « Manager

The BlueApp for LevelBlue Forensics and Response supports an extensive list of system-level
functions that you can execute on a host system. Many of the most common data collection
functions are included in the forensic profile actions or as standalone actions. You can also
use the Launch Query action to specify any of the supported functions and any needed
parameters for the function.

You can use the Launch Query action when you need to perform one of the following tasks:

» Create a scheduled Forensics and Response job

» Launch a Forensics and Response action from an alarm or event

Create a Forensics and Response orchestration rule

» Run an action from the BlueApp for LevelBlue Forensics and Response page
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See the information in Data Collection Functions and Enforcement System Functions to
determine the query syntax and parameters for the function you want to run using the
Launch Query action.

To define a query for the BlueApp for LevelBlue Forensics and Response

1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.

Search for the BlueApp, and then click the tile.

Click the Actions tab.

S O A

Locate the Launch Query action and click Run.
This opens the Select Action dialog box.

6. If needed, select the sensor on which the BlueApp is enabled to display more options.

7. Specify the asset that you want to use as a target for the action.

You can enter the name or IP address of the asset in the field to display matching items
that you can select. Or you can click Browse Assets to open the Select Asset dialog box
and browse the asset list to make your selection.

8. Inthe Query field, enter the function to perform.
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App Action

Launches a query or action against an asset

Launch Query

Browse Assets

getinstal
getShadow:

moteAddressinbound,
leMetworking.

getShadowCopies

Parameter
15t parameter to the command (optional)

Parameter
2nd parameter to the command [optional

9. (Optional.) If the function requires parameters, use the Parameter fields to enter the val-
ues in order.

Scheduling a Forensics and Response Job

=&=Role Availability ¥ Read-Only ¥ Investigator « Analyst «" Manager

The BlueApp for LevelBlue Forensics and Response provides easy access to define a scheduler
job to retrieve your Microsoft Windows or Linux system data. You can also create a scheduler
job to execute system-level enforcement functions on Windows hosts, such as Shutdown,
Restart, and Stop Process. Review the information in Supported Actions to determine the
action that you want to use for your scheduled job.

After you create the new job, you can make changes to the parameters for the scheduled job
or review its history in the Scheduler page. See USM Anywhere Scheduler in the USM
Anywhere User Guide for more information about working with scheduled jobs.
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To schedule a Forensics and Response job

1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.
Search for the BlueApp, and then click the tile.

> won

Click the Scheduling tab.

5. Onthe right side of the page, click New Job.

AlienApp for AT&T Cybersecurity Forensics and Response App

Configuration Actions Rules Scheduling History Instructions

Job Scheduler

SOURCE MNAME DESCRIPTION SCHEDULE LAST RUN EMABLED

Mo scheduled actions found.

This opens the Schedule New Job dialog box.
6. Enter the name and description for the job.

The description is optional, but it is a best practice to provide this information so that
others can easily understand what it does.

7. Select Sensor as the source for your new job.

8. Click the Action drop-down and select the command you want to run.
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Schedule New Job X

Mame

Description

@ Sensor O Cloud Connector

Action

: 1
Basic Foransic Info
Disable Metwarking

Full Forensic Info
Gat Established Connections

Get Processes With Hashes "
Get Running Services

Get System Info

Get Usars

Launch Query

Moderate Forensic Info

Shutdown

Start time | 00 W 00 % @UTC Time Zone

Cancel

9. Specify the asset that you want to use as a target for the action.

You can enter the name or IP address of the asset in the field to display matching items
that you can select. Or you can click Browse Assets to open the Select Asset dialog box
and browse the asset list to make your selection.
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10. (Optional.) Set the required parameters.

Some enforcement actions take one or more parameters in order to execute to system
function on the target system. See Enforcement System Functions if you need more
information about these parameters for a specific function.

11. In the Schedule section, specify when USM Anywhere runs the job:

a. Select the increment as Minute, Hour, Day, Week, Month, or Year.

Warning: After a frequency change, monitor the system to check its
performance. For example, you can check the system load and CPU. See USM
Anywhere System Monitor for more information.

b. Set the interval options for the increment.

The selected increment determines the available options. For example, on a weekly
increment, you can select the days of the week to run the job.

Schedule

Week

Monday Tuesday
Wednesday Thursday
Friday Saturday
Sunday

Starttime 01 00 @ UTC Time Zone

Can cel m

Or on a monthly increment, you can specify a date or a day of the week that occurs
within the month.

Schedule

Month

Day 1 of every 1 month(s)
@ Third Friday of every 1 month(s)

Starttime  O1 00 @ UTC Time Zone

Cance' m
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Important: USM Anywhere restarts the schedule on the first day of the month if
the option "Every x days" is selected.

c. Setthe starttime.

This is the time that the job starts at the specified interval. It uses the time zone
configured for your USM Anywhere instance (the default is Coordinated Universal
Time [UTC)).

12. Click Save.

Launching a Forensics and Response Action from an Event or Alarm

:&zRole Availability p 4 ) 4 « Analyst + Manager

When you review the information in the Alarm Details or Event Details, you can easily launch a
Forensics and Response action. If you want to apply the action to similar items that occurin
the future, you can also create an orchestration rule directly from the executed action.

Review the information in Supported Actions to determine the action that you want to
launch.

To launch a Forensics and Response action from an alarm or event

1. Go to Activity > Alarms or Activity > Events.

2. Click the alarm or event to open the details.

3. Click Select Action.
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S ~) Malware Infection

/) Downloader
10 minutes ago

‘l Select Action I\

Alarm Details

Create Rule =

PRIORITY High

STATUS = Open ¢
CATEGORY = Malware
SUBCATEGORY = Downloader
MALWARE FAMILY Blackbeard
HTTP HOSTNAME qgwertyport.com +

SENSOR VmWareSensor
VMware

LABELS @ »

INVESTIGATIONS = &

4. Inthe Select Action dialog box, select the Get Forensics Information tile.

Select Action (%]

Select a way to respond to this alarm.

v Q box {lJira  Mpaloalto

Get Forensics Scan Run Box Action Create lssue Tag IP Address

Infarmation (authenticatad)

servicenow sco Ui Q

Run PlatfarmTest Create Incident Report Domain Agent Query
Action
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This displays the options for the selected action type.

5. If you have more than one deployed USM Anywhere Sensor, select the sensor associated
with the asset that you want to use as the target for the action.

6. Click the App Action list and select the action you want to run for the asset.

Select Action (%]

Sensor

USMA-51{ )

App Action

. 1
Basic Forensic Info
Disable Networking
Full Forensic Info
Get Logged On Users
Get Processes With Hashes
Get Running Services
Get System Info
Get Users
Launch Query
Moderate Forensic Info
Set Registry Key to DWORD
Set Registry Key to String
Shutdown

7. Specify the asset that you want to use as a target for the action.

You can enter the name or IP address of the asset in the field to display matching items
that you can select. Or you can click Browse Assets to open the Select Asset dialog box
and browse the asset list to make your selection.

8. Click Run.

After USM Anywhere initiates the action, it displays a confirmation dialog box.

@ Action Initiated

App ATET Cybersecurity Forensics and Response

App
Action Get Established Connections

OK Create rule for similar alarms

If you want to create a rule to apply the action to similar items that occur in the future,
click Create rule for similar alarms or Create rule for similar events and define the
new rule. If not, click OK.
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Creating a Forensics and Response Rule

3&5Role Availability b 4 ) 4 « Analyst + Manager

The BlueApp for LevelBlue Forensics and Response enables you to create orchestration rules
that automatically run a data collection or enforcement action in response to future events
or alarms that meet your criteria. You can define the rule to run the action on the associated
source asset, associated destination asset, or any asset you specify.

All rules include a rule name and conditional expression. They can also include optional
multiple occurrence and window length parameters. There are two methods for creating a
new BlueApp for LevelBlue Forensics and Response orchestration rule in USM Anywhere.

« From an Applied Action: You can automatically create a rule using the action that you
apply from an existing alarm or event. This makes it easy to set the matching conditions
for the rule based on the existing item and use the same settings that you applied to that
item.

In the confirmation dialog box, click Create rule for similar alarms or Create rule for
similar events.

*’; Action Initiated

App ATAET Cybersecurity Forensics and Response

App
Action Get Established Connections

OK Craate rule for similar alarms

» From the Rules page: The Rules page provides access to all of your orchestration rules.
The Orchestration Rules list includes suppression rules, alarm rules, event rules, filtering
rules, notification rules, and response action rules. You can create new rules using the
specific matching conditions that you define, as well as edit, delete, and enable or disable
rules. See Orchestration Rules in the USM Anywhere User Guide for more information about
managing orchestration rules.

In the left navigation menu, go to Settings > Rules > Orchestration Rules. Then click
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Create Orchestration Rule > Response Action Rule to define the new rule.

All Orchestration Rules

Filter By: Rule Status: Al Rules v All Statuses v Clear Al Filters
O nawe RULE STATUS TvPE LAST MOBIFIED
O Rl A Launch App Action (event_name = ‘o) 2022910, 01 PM
O aunch App Action (packet_type == AND alarm_source_names in ( 20212010, N AM
[0 TestRule: @ Rule Mot Matching Launch App Action (packet_type = AND rule_method = 1 202V2V07, 07 AM
130f3

s B
s B
s B

Both of these methods display the Create Response Action Rule dialog box. Use this to
specify the new rule, including the Forensics and Response action to run and the criteria for a

future event or alarm that triggers the rule.
To define a Forensics and Response rule

1. Enter a unique name for the rule.

2. Select the Action for the rule.

Review the information in Supported Actions to determine the action that you want to

use for the rule.

3. Select the target Asset for the action.

Create Response Action Rule

Rule Name

Investigate connections for Malware infection

Action Type

ATET Cybersecurity Forensics and Respon

Sensor

USMA-52 (172.31.84.29)

App Action

Get Established Connections
Asset
The asset to query
Source Asset

Destination Asset

(@ Select another Asset

Erowse Assets

Retrieves a list of the opened connections with information about the port and the address invohed
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» Source Asset: Use this option to use the source endpoint of the alarm or event as the
target asset.

» Destination Asset: Use this option to use the destination endpoint of the alarm or
event as the target asset.

» Select another Asset: Use this option to specify the asset that is always the target for
the action when the rule is triggered. Use the search text box or click Browse Assets
to locate and select the asset.

4. At the bottom of the dialog box, set the rule condition parameters to specify the criteria
for a matching alarm or event to trigger the rule.

Rule Conditions

Select from property values below to create a matching condition. Learn more about creating rules.
AND ~
CURRENT RULE
Match
(packet_type = log' AND packet_type alarm’ AND event_cate
Logs X W gary = 'Malware' AND malware_family = FindPOS')
# | Packet Type X v Equals ~ alarm X o
# | Category X W Equals ~ Malware X o
RULE VERIFICATION
Mo Errors or warmings
# | Malware Family X W Equals ~ FindPOs x ]
+ Add Conditions + Add Group

 This section provides suggested property/value pairs from the selected alarm or event
that you can use as conditions for the rule. Click the ] icon to delete the items that

you do not want to include in the matching conditions. You can also add other con-
ditions that are not suggested.

* If you create the rule from the Rules page, you must use the Add Condition and Add
Group functions to define the property/value pairs that you want to use as conditions
for the rule.

e At the bottom of the dialog box, click More to display the optional multiple occurrence
and window-length parameters.
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Conditional Expression

Select an operator and add one or more conditions to form the conditional expression.
You can include a condition group to evaluate a subset of conditions. The Current Rule
pane displays the constructed expression in standard syntax. The box displays a red
border if the expression is syntactically invalid as currently specified. A valid expression is
required to save the rule definition.

Select the operator used to determine the match for multiple conditions:

AND: Match all conditions.

OR: Match any one condition.

AND NOT: Exclude items matching all conditions after the first.

OR NOT: Include all items that do not match any conditions after the first.

Click Add Condition to add a condition. For each condition, specify the field name,
evaluator, and value. If the evaluation returns true for the condition, it is a match.

Click Add Group to add a condition group. A new group includes a condition and its own
operator used to match the conditions within the group. You can nest condition groups.

Occurrences

Specify the number of event or alarm occurrences that produce a match on the
conditional expression to trigger the rule. The default value is 1. You can enter the number
of occurrences or use the arrow to scroll the value up or down.

USM Anywhere uses this in conjunction with the Length option to specify the number of
occurrences within a time period that will trigger the rule. For example, you can define a
rule to trigger for an unauthorized access attempt when a failed SSH login occurs three
times within a five-minute window.

Length

Specify the length of the window to identify a match for multiple occurrences. Enter the
number and choose a time unit value of seconds, minutes, or hours. This time period
identifies the amount of time that transpires from the first occurrence to the last
occurrence. If the number of occurrences is not met within this period, the rule does not
trigger.

5. Click Save Rule.
6. Click OK in the confirmation dialog box.

USM Anywhere™ AlienApps™ Guide



BlueApp for LevelBlue Forensics and Response

Viewing Forensics and Response Events and Alarms

l'i&gRole Availability +" Read-Only + Investigator « Analyst + Manager

The BlueApp for LevelBlue Forensics and Response translates the data it retrieves into
normalized events for analysis. After you enable this BlueApp, events are displayed in the
Events page, where you can view information about the collected forensic information. These
events can trigger alarms to alert your team about a system compromise.

To view BlueApp for LevelBlue Forensics and Response events

1. Select Activity > Events to open the events page.

2. If the Search & Filters panelis not displayed, click the '@ icon to expand it.

USM Anywhere includes several filters displayed by default.

3. Scroll down to the Data Source filter and select LevelBlue Forensics and Response App
to display only those events on the page.

Search & Filters Advanced (D
Configure filters
Suppressed Not Suppressed
Account Mame T
[ Mo Value ] (3,313)
575277437 (3,227
Data Source Integration @ T

[ AlierVault Generic Integration ] (1)
Linux 55H (3,310)
ServerAccess (3,227

Forensics and Response App (2]
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If this filter is not displayed, click the Configure filters link, which is in the upper left
corner of the page, to configure filters for the page. See Managing Filters in the USM
Anywhere User Guide for more information about configuring filters for pages.

4. Select an eventin the list to view detailed information.

17 Forensics and Response - getLoggedOnUsers < prey next > 3

43 minutes ago

Select Action ” Create Rule = ” Suppress Event

Event Details
INTEGRATION Forensics and Response App

SEMSOR U5MA-51

AWE

INVESTIGATIONS ra

Source Destination

Log

Raw Formatted

[
"USERMAME SESSIONMAME ID STATE IDLE TIME LOGON TIME",
" administrator rdp-tcp#dl 2 Active 1 1/2/2018 B:22 AM"

USM Anywhere includes built-in correlation rules that generate an alarm from one or more of
these events. These rules analyze the events for patterns that indicate a code injection or
Sticky Keys compromise for an asset. You can view the specifics of these rules on the
Correlation Rules page by entering forensics in the Search field.

Correlation Rules

Correlation rules associate multiple events from one of more data source to identify potential security threats

== ]
INTENT STRATEGY METHOD
a System Compromise Code Execution Code Injection
STRATEGY DESCRIPTION METHOD DESCRIPTION ATTACK TACTIC RULE

A nen-standard code was executed in the system. Running an An injected thread has been detected. This indicates with high Defense Evasion, Privilege Escalation plugin_device ==
Interactive shell or a command injection from an unexpected Brobability that malicious code is running In the system ' AND
process is often the attacker's goal previous to gaining control of ATTACK TECHNIGUE esp App!
the target system AND L_name
P Inject == AND

=] System Compromise Security Critical Event Sticky Keys Backdoor ]
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If you want to generate an alarm for other types of Forensics and Response events, you can
create your own custom alarm rules and define the matching conditions to fit your criteria.

BlueApp for LevelBlue Secure Remote Gateway

The BlueApp for LevelBlue Secure Remote Gateway, powered by Zscaler, enables you to use
Zscaler's Internet gateway tools to block IPs and URLs in response to threats detected in USM
Anywhere. When an alarm, event, or rule is triggered, the BlueApp for LevelBlue Secure
Remote Gateway can add the source or destination address to your denylist.

o Edition: The BlueApp for LevelBlue Secure Remote Gateway is available in the Standard
and Premium editions of USM Anywhere. See the Affordable pricing to fit every budget
page for more information about the features and support provided by each of the USM
Anywhere editions.

Warning: If the BlueApp fails and you receive a message informing you that it has not
been loaded, please contact LevelBlue Technical Support to solve the problem.

This topic discusses these subtopics:

Configuring the BlueApp for LevelBlue Secure Remote Gateway

:&Role Availability p 4 p 4 p 4 «" Manager

Before BlueApp for LevelBlue Secure Remote Gateway, powered by Zscaler, can connect to
USM Anywhere, you need to submit a Move, Add, Change, Delete (MACD) Request through
the BusinessDirect Web Portal.

To acquire LevelBlue Secure Remote Gateway details

1. Loginto the AT&T BusinessDirect Web Portal using your BusinessDirect ID and password.

2. Request an admin account with the Client-BlueApp role.
Specify the account name and email address you want to associate with the role.

3. Once the MACD request is approved, you can view your login and password in the AT&T
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BusinessDirect Web Portal.

Use the details provided to access the Zscaler portal and obtain the base URI and API key
to finish configuration in USM Anywhere.

To acquire Zscaler configuration details

1.
2.

3.

Log in to the Zscaler admin page using your Zscaler credentials.

Go to Administration > APl Key Management.
The page displays the base Uniform Resource Identifier (URI) and API key.

Copy the base URI and key value to your clipboard or a secure location. You will need to
enter them in USM Anywhere to configure the AlienApp.

To connect the LevelBlue Secure Remote Gateway API to USM Anywhere

1.

L O A

In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.

Search for the BlueApp, and then click the tile.

Click Configure API.

If you have more than one deployed USM Anywhere Sensor, select the sensor that you
want to use for the enabled BlueApp.

BlueApps operate through a deployed sensor and use APIs to integrate with the
connected third-party technology. Select the sensor that can access the integration
endpoint. The HTTPS connections to the API will originate from this sensor, so it is
important to make sure the sensor has network access to the BlueApp APl endpoints.

Enter the information you collected previously:

e Base URI

e Username

» Password (provided from the BusinessDirect Web Portal MACD request)

o Zscaler APl Key

Click Save.

Verify the connection.

After USM Anywhere completes a successful connection to the Zscaler APIs, a @ icon

displays in the Health column.
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If the ® icon displays, there is a problem with the connection. The Message column

provides information about the issue. Repeat the steps to fix the configuration or
troubleshoot your Zscaler connection.

BlueApp for LevelBlue Secure Remote Gateway Actions

The BlueApp for LevelBlue Secure Remote Gateway, powered by Zscaler, provides a set of
orchestration actions that you can use to identify and categorize items to block as a response
to threats identified by USM Anywhere

As USM Anywhere surfaces events, vulnerabilities, and alarms, your team determines which
items require a response action. Rather than manually tagging threats, you can use the
BlueApp for LevelBlue Secure Remote Gateway orchestration actions to enforce protection
based on the information associated with the event or alarm.

Actions for the BlueApp for LevelBlue Secure Remote Gateway
I
Add to Blocked List Add a source or destination to the Zscaler blocked list.

Add to Allowed List Add a source or destination to the Zscaler allowed list.

Remove from Allowed  Remove a source or destination from the Zscaler blocked list.

List
Add to Custom Add a source or destination to a Zscaler category. Typing a category will
Category bring up autocomplete suggestions of existing categories.

When selecting this action, the Select Action window will also display two
additional links at the bottom on the window.

Click the Search for existing categories link to see if the IP address is
currently associated with any categories.

Click the URL Lookup link to obtain further information about the IP
address such as the type of address and whether or not Zscaler has any
registered security alerts associated with it.
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To view information about these actions in USM Anywhere

1. In USM Anywhere, go to Data Sources > BlueApps.
Click the Available Apps tab.
Search for the BlueApp, and then click the tile.

Click the Actions tab to display information for the supported actions.

v A W

Click the History tab to display information about the executed orchestration actions.

Launch Actions from USM Anywhere

You can launch an action directly from alarms or events. If you want to apply an action to
similar events that occur in the future, you can also create orchestration rules directly from
the action applied to an alarm or event.

To launch an LevelBlue Secure Remote Gateway orchestration action for an alarm

1. Go to Activity > Alarms or Acitvity > Events.

2. Click the alarm or event to open the details.

3. Click Select Action.
4. Inthe Select Action dialog box, select the LevelBlue Secure Remote Gateway tile.
5. For the App Action, select the action you want to launch.

You can launch an action to add or remove an IP address to the allowed list, add an IP
address to the blocked list, or add the IP address to a custom category.

Additional fields will be populated based on the action you've selected. Fill out the
necessary fields for the app action.

6. Enter the name of the category you want the IP added to, if applicable.
7. Click Run.

After USM Anywhere initiates the action for an alarm or event, it displays a confirmation
dialog box.

If you want to create a rule to apply the action to similar items that occur in the future,
click Create rule for similar alarms or Create rule for similar events and define the
new rule. If not, click OK.

Creating AT&T Secure Web Gateway Response Action Rules
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:&:Role Availability p 4 ) 4 « Analyst « Manager

The BlueApp for LevelBlue Secure Remote Gateway, powered by Zscaler, has unique response
actions which enable you to quickly respond to threats identified by USM Anywhere. You can
create response action rules in USM Anywhere that automatically trigger when alarms or
events match the criteria that you specify.

After you create a rule, new events or alarms that match the rule will trigger the AT&T Secure
Web Gateway action to tag to the associated source or the destination host. The rule does
not trigger for your existing alarms or events.

You can create a new rule as follows:

« From the Rules page: The Rules page provides access to all of your orchestration rules.
The Orchestration Rules list includes suppression rules, alarm rules, event rules, filtering
rules, notification rules, and response action rules. You can create new rules using the
specific matching conditions that you define, as well as edit, delete, and enable or disable
rules. See Orchestration Rules in the USM Anywhere User Guide for more information about
managing orchestration rules.

Go to Settings > Rules and select Response Action Rules on the left navigation panel.
Then click Create Response Action Rule to define the new rule.

To define a new AT&T Secure Web Gateway response action rule
1. Enter a name for the rule.
2. Select the action you want to launch from the Action dropdown menu.

You can launch an action to tag the destination host or source for an alarm or an event.
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3. Atthe bottom of the dialog box, set the rule condition parameters to specify the criteria

for a matching alarm or event to trigger the rule.

Rule Conditions

Select from property values below to ereate a matching condition. Learn more about creating rules.

AMND g
CURRENT RULE
Match
(packet_type = 'log' AND packet_type alarm’ AND event_cate
Logs X v gary = 'Malware' AND malware_family == FindPOS")
# | Packet Type X oW Equals ~ alarm X i@
# | Category X W Equals ~ Malware X b
RULE VERIFICATION
Mo Errors or warnings
# | Malware Family X ~ | Equals v  FindPOS X o
+ Add Conditions + Add Group

 This section provides suggested property/value pairs from the selected alarm or event
that you can use as conditions for the rule. Click the ] icon to delete the items that

you do not want to include in the matching conditions. You can also add other con-
ditions that are not suggested.

* If you create the rule from the Rules page, you must use the Add Condition and Add
Group functions to define the property/value pairs that you want to use as conditions
for the rule.

» At the bottom of the dialog box, click More to display the optional multiple occurrence
and window-length parameters.

Conditional Expression

Select an operator and add one or more conditions to form the conditional expression.
You can include a condition group to evaluate a subset of conditions. The Current Rule
pane displays the constructed expression in standard syntax. The box displays a red
border if the expression is syntactically invalid as currently specified. A valid expression is
required to save the rule definition.
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Select the operator used to determine the match for multiple conditions:

AND: Match all conditions.

OR: Match any one condition.

AND NOT: Exclude items matching all conditions after the first.

OR NOT: Include all items that do not match any conditions after the first.

Click Add Condition to add a condition. For each condition, specify the field name,
evaluator, and value. If the evaluation returns true for the condition, it is a match.

Click Add Group to add a condition group. A new group includes a condition and its own
operator used to match the conditions within the group. You can nest condition groups.

Occurrences

Specify the number of event or alarm occurrences that produce a match on the
conditional expression to trigger the rule. The default value is 1. You can enter the number
of occurrences or use the arrow to scroll the value up or down.

USM Anywhere uses this in conjunction with the Length option to specify the number of
occurrences within a time period that will trigger the rule. For example, you can define a
rule to trigger for an unauthorized access attempt when a failed SSH login occurs three
times within a five-minute window.

Length

Specify the length of the window to identify a match for multiple occurrences. Enter the
number and choose a time unit value of seconds, minutes, or hours. This time period
identifies the amount of time that transpires from the first occurrence to the last
occurrence. If the number of occurrences is not met within this period, the rule does not
trigger.

4. Click Save Rule.
5. Click OK in the confirmation dialog box.

BlueApp for Box

The BlueApp for Box provides deep security monitoring for your Box activities, helping you
safeguard content management and file sharing through early threat detection and rapid
response. It enhances the threat detection capabilities of USM Anywhere by collecting and
analyzing data from your Box Enterprise account. After successfully configured, the BlueApp
for Box does the following:
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» The BlueApp for Box queries the Box API every 20 minutes for information, such as authen-
tication events, user account updates, malware and ransomware infections, application
and file activities, and Box platform changes. USM Anywhere then parses the data and dis-
plays them as events in the user interface (Ul).

» The out-of-the-box correlation rules for Box events, provided by the BlueApp for Box,
enable USM Anywhere to automatically create alarms, notifying you about suspicious activ-
ity in your Box environment.

» USM Anywhere includes a predefined dashboard that provides an overview of Box activity
so that you have quick visibility to streamline your investigation and incident response pro-
cesses.

e The BlueApp for Box also provides advanced security orchestration to launch or automate
user-initiated actions against threats detected in your Box environment.

Warning: If the BlueApp fails and you receive a message informing you that it has not
been loaded, please contact LevelBlue Technical Support to solve the problem.

This topic discusses these subtopics:

Configuring the BlueApp for Box

:a:Role Availability p 4 X p 4 Manager

Connected through the Box application programming interface (API), the BlueApp for Box
uses a predefined scheduler job to collect information from Box every 20 minutes, such as
authentication events, user profile updates, user state changes, application and group
assignment, and Box platform changes. After USM Anywhere collects and analyzes the first of
these events, you can view them in Activity > Events and the Box dashboard.

Important: You must have access to your Box Enterprise account for configuring the
integration with the BlueApp for Box. The USM Anywhere Sensor you want to use for
the BlueApp for Box must have outbound connectivity to api.box.com on port 443.

To enable the BlueApp to connect to the Box API

1. In USM Anywhere, go to Data Sources > BlueApps.
2. Click the Available Apps tab.
3. Search for the BlueApp, and then click the tile.

where™ AlienApps™ Guide


http://api.box.com/

BlueApp for Box

4. Click the Instructions tab.

5. Follow the instructions on the page to obtain the Enterprise ID from Box. This step is bet-
ter conducted in a different browser.

6. Click the Configuration tab.
7. Click Configure API.

8. If you have more than one deployed USM Anywhere Sensor, select the sensor that you
want to use for the enabled BlueApp.

BlueApps operate through a deployed sensor and use APIs to integrate with the
connected third-party technology. Select the sensor that can access the integration
endpoint. The HTTPS connections to the API will originate from this sensor, so it is
important to make sure the sensor has network access to the BlueApp API endpoints.

9. Inthe Box Enterprise ID field, paste the value obtained from Box.

10. Click Save.

11. Verify the connection.
After USM Anywhere completes a successful connection to the Box APIs, a @ icon
displays in the Health column.
If the ® icon displays, there is a problem with the connection. The Message column

provides information about the issue. Repeat the steps to fix the configuration or
troubleshoot your Box connection.

12. In the USM Anywhere main menu, go to Settings > Scheduler and search for the col-
lection job for Box.

13. Enable the job if it is not already enabled.
Important: The BlueApp will not work if the scheduler job is not enabled.

When this job runs for the first time after the connection, it collects Box events from the
previous 24 hours. On subsequent runs (every 20 minutes), it only collects new events
since the last check.

BlueApp for Box Orchestration
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With the collection of your Box Enterprise account activities through the configured BlueApp
for Box, USM Anywhere collects, enriches, and analyzes data from your Box environment. It
detects any suspicious activity, such as anomalous user behavior, credential abuse, or brute-
force authentications. When USM Anywhere detects a threat, it generates an alarm. See the
following table for examples of alarms that the BlueApp may produce.

Examples of Alarms Generated from Box Data

N T

System Credential Abuse

Compromise

Ransomware Infection

Exploitation & Malware Infection

Installation
Delivery & Attack  Brute Force Authentication
Data Exfiltration

Known Malicious
Infrastructure

Reconnaissance &  Brute Force Authentication

Probing

Environmental Access Control Modification

Awareness
Account Manipulation
Anomalous User Behavior

Credential Abuse

Defense Evasion - Cover
Tracks

Authentication to Box from a known malicious
host

Multiple uploads with known ransomware
extension

Ransomware decryption instructions file
upload

Executable downloaded from Box followed by
malware activity

Successful login after a brute-force attack
Password spraying against Box
File sent to a known malicious host

Box application created from a known
malicious host

File shared from a known malicious host

Multiple login failures

Two-factor authentication disabled

Multiple user accounts deleted
Admin login from an unknown device

User login from two different countries in a
short period

User account created and deleted in short
period
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Examples of Alarms Generated from Box Data (Continued)

Defense Evasion - Disabling Box security policy deleted
Security Tools

Malware Infection Box detected a malicious file upload

Sensitive Data Disclosure Box support access granted

You can create more rules to generate alarms for the Box events that are important to you.
See Creating Alarm Rules from the Events page for detailed instructions. If you want to use
the Disable Box User action from the resulting alarm, you must select source_userid as one
of the fields when creating such a rule. For example:

Create Alarm Rule Q

Rule Name

Bax User Logged In

Intent Method
Environmental Awareness User Logged In

Strategy Priority @
Anomalous User Activity 5

Mute
o Seconds

Highlight Fields
AVAILABLE FIELDS SELECTED FIELDS

source_userid

access_control_outcome

access_key_id

Similarly, if you want to use the Create Box Task action from the resulting alarm, you must
select file_id and file_owner as highlight fields 